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Purpose

These labs continue with more exercises of the AWS concepts covered in later sections of
the AWS Cloud Foundations course to train users in familiarity with using the AWS management
system in sample corporate scenarios. By going through more mock scenarios with more AWS
services, we expand our experience in implementing AWS Cloud solutions to tackle more
advanced business goals.

Background Information

When an EC2 (Elastic Compute Cloud) instance is deleted, all the data associated with
the instance would typically be deleted. To prevent this from happening, we may use Amazon
EBS (Elastic Block Storage) by attaching the instance to Amazon Elastic Block Storage such that
data is preserved even when the instance is unexpectedly terminated, such as by a power outage.

The advantage of AWS EBS over normal Object storage would be that block storage
allows us to change a small part of a large file without updating the entire file through virtue of
dividing the file into many blocks. This advantage significantly reduces the latency and cost if
EBS, while improving throughput.

EBS Volumes also offer additional features for resiliency through automatic replication
within the Availability Zones and optional backups to Amazon S3. Through snapshots, we may
recreate a previous stable version of the volume in case the current version has an error that
cannot be recovered.

EBS Volumes are divided into Solid State Drives (SSD) and Hard Disk Drives (HDD)
then further subdivided into options such as General Purpose or Provisioned IOPS, each offering
different Volume Sizes, Volume Maximums, and Throughputs. Selecting the correct EBS Volume
for a given situation is key to saving on costs while achieving the desired result.

Though AWS’ storage services like AWS S3 (Simple Storage System) or EBS (Elastic
Block Storage) allow us transfer large amounts of unstructured data with high throughput and
low latency, organizations may occasionally need to achieve more complex tasks on their data
such as filtering or data analytics. For this purpose, AWS provides various Database services,
including AWS RDS (Relational Database Service)

AWS RDS allows users to create multiple databases in each DB instance. These instances
can be deployed across multiple AZs (availability zones) and are best fit for applications without
too much information stored but frequently accessed. RDS offers advantages including high
throughput, low-cost, data security, and automatic scaling.

AWS RDS DBs are best used for high durability complex querying with high query and
write rates as opposed to use cases with massive read rates or GET requests done without SQL.



After setting up the RDS DB, instances are charged either on-demand or reserved for a multi-
year term. The first backup to the storage can be made without additional charge.

Given the fluctuation of traffic for web organizations throughout a given day or year, it is
often inefficient to upkeep many EC2 instances, RDS databases, or other applications to account
for the maximum spike in traffic usage every year. Instead, AWS allows us to automatically scale
many of our services used according to demand.

In our lab, we will be large interacting with EC2 Auto Scaling. Using AWS CloudWatch,
we may set alarms to detect when our AWS traffic gets too high or too low. When these alarms
are triggered, we may then configure for EC2 Auto Scaling to automatically increase or decrease
the number of EC2 instances run.

To distribute traffic across new and old instances in a balanced manner, we use Elastic
Load Balancing. During periods of high traffic volume, load balancing automatically assigns
each user traffic to some instance such that, overall, each instance is used at a similar level. Load
balancing can occur at the Application level (OSI Layer 7) for HTTP/HTTPS traffic, at the
network level (OSI Layer 4) for TCP/UDP/TLS traffic, or the classic load balancer to balance
traffic across EC2 instances.

Lab Summary

In Lab 4, we practice using Amazon EBS (Elastic Block Storage). We begin by creating a
new EBS Volume, then attach the volume to an EC2 instance. After the connection is established,
we will then use EBS Snapshots to preserve the current file state. To test EBS Snapshots, we will
make changes on our EBS Volume by deleting a file, then use snapshots to restore it.

In Lab 5, we practice creating and using an Amazon RDS (Relational Database System)
DB instance. We begin by configuring the appropriate security groups and subnet group for the
instance, then create the instance itself through the AWS Management Console. We may then test
the RDS DB instance by interacting with the database through a browser window.

In Lab 6, we practice with creating load balancers and auto scaling groups. The lab
begins with creating a load balancer for the incoming web traffic. Afterwards, we create an Auto-
Scaling group with a desired capacity of 2 but max capacity of 6 set to scale at Average CPU
Utilization greater than 60%. We test the load balancer by spamming the EC2 instance with
traffic, and observing the new instances being added.

Lab Procedure
Working with EBS (Lab 4)

To begin creating a new EBS Volume, using the search bar, open the EC2 menu
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set the size to 1 GiB, and add a Tag with key “Name” and



@ Ask Amazon Q

Virginia) ¥

= EC2 > Volumes > Createvolume

Create volume i

Create an Amazon EBS volume to attach to any EC2 instance in the same Availability Zone.

Volume settings

Volume type _ info
| General Purpose SSD (gp2) v

Size (GiB) | Info

Min: 1 GiB, Max: 16384 GiB

10PS  Info
100/ 3000
Baseline of 3 IOPS per GiB with a minimum of 100 I0PS, burstable to 3000 IOPS.

Throughput (MiB/s) | info
Not applicable

Availability Zone | Info

useT-az6 (us-east-1a) v

Snapshot ID - optional  info
Don't create volume from a snapshot v @

Encryption | Info
Use Amazon EBS encryption as an encryption solution for your EBS resources associated with your EC2 instances.

() Encrypt this volume

Tags - optional it

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs;

Key Value - optional

aft] x) (e %)

Add new tag

You can add up to 49 more tags.

Snapshot summary info

@ Click refresh to view backup information
The volume type that you select and the tags that you assign determine whether the volume will be backed up by any Data Lifecycle Manager policies.

Cloudshell  Feedback

voclabs/user4807418=Daniel_Ge

Cancel

Privacy Terms  Cookie preferences

Select the checkbox next to the Volume with name “My Volume”, then click the Actions drop bar

and click Attach Volume

Volumes (1/3) info

— Saved filter set:

less than a minute ago

©® o=

Last updated @ (q_" Recycle Bin )I( Actions A) I Create volume

Modify volume

| Choose filterset w | | Q Search |
Create snapshot
B8 | Namep v | Volume ID v | Type 9 | Size v | 10PS v | Throughput ¥ | Snapsh Create snapshot lifecycle policy
@] vol-0c8fb79b5a52d956f gp3 8 GiB 3000 125 snap-0¢ Delete volume
My Volume vol-0fbf61c584e427d73  gp2 168 100 = =
O vol-0c02ed932863777f3 gp3 9 GiB 3000 125 snap-0¢

<

1 @

Created

2026/03/02 14:04

2026/03/02 14:35

2026/03/02 14:04

Configure the instance to the one labeled “Lab” and device name to “/dev/sdf”, then click Attach

Volume



Attach volume ..

Attach a volume to an instance to use it as you would a regular physical hard disk drive.

Basic details

Volume ID
I3 vol-0fbf61c584e427d73 (My Volume)

Availability Zone

usel-az6 (us-east-1a)

Instance _lnfo
i-08ade1849¢370af54
| Lab) (running)

ATy Instances m O

Device name __info
Device name,
v | |

\l /dev/sdf

Recommended device names for Linux: /dev/xvda for root volume. /dev/sd[f-p] for data volumes.
x J

S

[ @ Newer Linux kernels may rename your devices to /dev/xvdf through /dev/xvdp internally, even when the device name entered here (and shown in the details) is /dev/sdf through /dev/sdp.

Using the search bar, open the EC2 menu
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Open “Instances” from the left menu, then click the checkbox next to “lab”. Click “Connect” on

the top
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EC2 < Instances (1/2) o (:l( Connect )| instance state v ) ((_actions v ) ([ Launchinstances  |'%
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AWS Global View 12 o ;
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Keep the default settings and click Connect




Connect i

Connect to an instance using the browser-based client.

Instance ID VPCID Security groups 1AM role

I} i-08ade1849c370af54 (Lab) I vpc-01f34a14337caca0b I0 sg-0b82b64470fc2f1dc I0 LabRole
(c198898a5090326114018014t1w335197636337-
Ec2SecurityGroup-RzaPw2Mv49M2)

EC2 Instance Connect SSM Session Manager SSH client EC2 serial console

Instance ID
15} i-08ade1849c370af54 (Lab)

Connection type

© Connect using a Public IP Connect using a Private IP

>nnect using a public IPv4

Connect using a private IP address and a VPC endpoint

© Public IPv4 address
IE) 35.153.161.153

IPv6 address

Username

Enter the username defined in the AMI used to launch th

tance. If you didn't define a custom use

Q. ec2-user X

[ (@ Note: In most cases, the default username, ec2-user, is correct. However, read your AMI usage instructions to check if the AMI owner has changed the default AMI username. J

S

After the terminal opens, type in “df -h” and click enter

. ¥
~\_ #EEHE Amazon Linux 2
~n o N EEEEEN

\EEEI

\E/ https://aws.amazon.com/linux/amazon—linux—2023

J'II‘ !
fm/
@ip-10-1-11-134 ~]15 df -h
> > Used Avail Use% Mounted on
0 4.0M /dev
0 481M /dev/shm
444K  192M % /run
/dev/xvdal 8.06 1.76 6.4G 21% /
tmpf 481M 0 481Mm % /tmp
/dev/xvdal2s 10M 1.3M 8.7M % /boot/efi
97M 0 97M 0% /run/user/1000
-10-1-11-134 ~15 |

This outputs the disk volume from /dev/xvdal mounted. We will mount a new volume, create an
ext3 file system using the command,

sudo mkfs -t ext3 /dev/sdf



T -10-1-11-134 ~15 sudo mkfs -t ext3 /dev/sdf

r@
-46.5 {(30-Dec—-2021)

filesystem with 262144 4k blocks and 65536 inodes
Filesystem UUID: ba09c403-fe6d-4184-8297-baaa%cB8287c4
Superblock backups stored on blocks:

32768, 98304, 163840, 229376

Allocating group tables: done

Writing inode table done

Creating journal (8192 blocks): done

Writing superblocks and filesystem accounting information: done

Now create a directory for mounting the new volume using the command,

sudo mkdir /mnt/data-store

'[ec2—user@ip-10—l—11—134 ~]1$ sudo mkdir /mnt/data-store

Mount the new volume to the EC2 instance using the command,

sudo mount /dev/sdf /mnt/data-store

[ec2-user@ip-10-1-11-134 ~]$ sudo mount /dev/sdf /mnt/data-store

To ensure the instance mounts this volume upon startup, add the following command,

echo "/dev/sdf /mnt/data-store ext3 defaults,noatime 1 2" | sudo tee
-a /etc/fstab

[ec2-user@ip-10-1-11-134 ~]$ echo "/dev/sdf /mnt/data-store ext3 defaults,noatime 1 2" | sudo tee -a /etc/fstab

/dev/sdf /mnt/data-store ext3 defaults,noatime 1 2
View the configuration file using the command,

cat /etc/fstab

[ec2-user@ip-10-1-11-134 ~]$ cat /etc/fstab
#

[UUID=96e83033-9c05-4912-8900-93256ded3e51 i xfs defaults,noatime 1 i1
lUUID=C42B-0705 /boot/efi vfat defaults,noatime,uid=0,gid=0, umask=0077, shortname=winnt, x-systemd.automount 0 2
/dev/sdf /mnt/data-store ext3 defaults,noatime 1 2

Verify the changes by typing in “df -h” and click enter. Observe the new /dev/xvdf mounted onto
the data store



[ec2-user@ip-10-1-11-134 ~]1$ df -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 4.0M 0 4.0M 0% /dev

tmpfs 481M 0 481M 0% /dev/shm
tmpfs 193M 440K 192M 1% /run

/dev/xvdal 8.06 1.7G6 6.4G 21% /
tmpfs 481M 0 481M 0% /tmp
/dev/xvdal28 10M 1.3M 8.7M 13% /boot/efi
0 97M 0% /run/user/1000
975M 924M 1%

To test, create file.txt on the data-store folder and write a text on there using the command

sudo sh -c "echo some text has been written > /mnt/data-
store/file.txt"

Then verify the text has been added

[ec2-user@ip-10-1-11-134 ~]$ sudo sh -c "echo some text has been written > /mnt/data-store/file.txt"

[ec2-user@ip-10-1-11-134 ~]$ cat /mnt/data-store/file.txt
Isome text has been written

Return to the Volumes tab on EC2 console. Select “My Volumes” then “Create snapshot” under
the “Actions” menu

@ (B‘ Recycle Bin ) [ Actions a )] Create volume

Volumes (1/3) info o
Saved filter sets Modify volume
Choose filter set w Q, Search 1 @
[} Name & L4 Volume ID v Type v | Size v | 10PS v Throughput ¥ | Snapsh Create snapshot lifecycle policy Created
] vol-0c8fb79b5a52d956f gp3 8 GiB 3000 125 snap-0¢ 2026/03/02 14:04 C
My Volume vol-0fbf61c584e427d73 gp2 1GiB 100 - - 2026/03/02 14:35 ¢

vol-0c02ed932863777f3 gp3 9GiB 3000 125 snap-0¢  Detach volume 2026/03/02 14:04 C
Force detach volume ’

Manage auto-enabled I/O

Add a tag with Key “Name” and Value “My Snapshot”, then click Create Snapshot

Create snapshot .
Create a point.in-time snapshot to back up the data on an Amazon EBS volume to Amazon S3.
Source volume

Volume 1D

Avaitability Zone
) bf61¢584242775 (My Volume) use1-226 (us-east-1a)

Snapshot details

Description

Cancel  ( Create snapshot

Open Snapshots using the left menu and verify that a new snapshot has been created



2 ¢ snapshots (1) e T
Snapshot scope
Dashboard Ownedbyme v | | Q Search 9 @
AWS Global View 12 ( Name & v | Snapshot ID v | Fullsnapshotsize ¥ | Volumesize v | Description v | Storagetier v | Snapshotstatus v | Started
Events My Snapshot snap-03fd38c5699fcad24 53 MiB 1GiB = Standard @ Completed 2026/03,
¥ Instances qa D >
Instances

Instance Types

Launch Templates

Spot Requests

Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

Capacity Manager New
¥ Images

AMIs

AMI Catalog

v Elastic Block Store

Volumes

Snapshots

Return to EC2 Connect Console and delete the file.txt file using the command,
sudo rm /mnt/data-store/file.txt
Verify the deletion using the command,

1s /mnt/data-store/

[ec2-user@ip-10-1-11-134 ~]1$ sudo rm /mnt/data-store/file.txt
[ec2-user@ip-10-1-11-134 ~]$ 1ls /mnt/data-store/

lost+found

To restore this file using the snapshot, return to the Snapshots tab and click “My Snapshot”

{bs FH [Alt+S] @ L @ @  United States (N. Virginia) ¥

voclabs/user4807418=Daniel_Ge

e @ o=

¢ Smapshots (1/1) . @) (i) (o ) (RS
Snapshot scope -
Dashboard Owned by me ¥ Q Search 1 @
AWS Global View 2 Name £ v | SnapshotID v | Fullsnapshotsize v | Volumesize v | Description v | Storagetier v | Snapshotstatus v | Started
Events l M | My snapshot snap-03fd38c5699fcad24 53 MiB 1GiB - Standard @ Completed 2026/03,
¥ Instances L >
Instances

Instance Types

Launch Templates

Spot Requests

Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

Capacity Manager New
¥ Images

AMIs

AMI Catalog

v Elastic Block Store

Volumes L}
Lifecycle Manager

¥ Network & Security
Security Groups

Elastic IPs

Under the Actions drop down, click “Create volume from snapshot”



w w o
Snapshots (1/1) infe Lest updated @ (13' Recycle Bin ) { Actions a )I Create snapshot

2 minutes ago

_Snapshot scope
| Ownedbyme w | | Q Search |

|Create volume from snapshot |

1 @

Create image from snapshot

Name & v | SnapshotID v | Fullsnapshotsize ¥ | Volumesize ¢ | Descrihon Copy snapshat s v | started
[ My Snapshot snap-03fd38c5699fcad24 53 MiB 1GiB - Launch copy duration calculator | 2026/03,
e ] Delete snapshot >

Manage tags
[ Snapshot settings > ]
Archiving >

Configure the Tag as follows, then “Create volume”

@ Ask Amazon Q B 4 Q0 @® United States (N. Virginia) ¥ 0\ o coragora1

EC2 > Snapshots > snap-03fd38c5699fcad24 > Create volume @

Create volume i

Create an Amazon EBS volume to attach to any EC2 instance in the same Availability Zone.

Volume settings

Snapshot ID
I5) snap-03fd38c5699fcad24 (My Snapshot)

Volume type  Info

| General Purpose SSD (gp3) v

Size (GiB)  Info

(1 )

Min: 1 GiB, Max: 65536 GiB.
10PS | Info

| 2000

Min: 3000 IOPS, Max: 80000 IOPS.
Throughput (MiB/s) | info

| 125

Min: 125 MiB, Max: 2000 MiB. Baseline: 125 MiB/s

Availability Zone | Info

| use1-az6 (us-east-1a) v

Fast snapshot restore | Info

Not enabled for selected snapshot

Volume initialization rate (MiB/s) - new, optional | info

Specify the rate at which the snapshot blocks are to be downloaded from Amazon S3 to the volume. Additional costs apply 12
Enter a value |

Min: 100 MiB/s, Max: 300 Mi/s

Encryption | Info

Use Amazon EBS encryption as an encryption solution for your EBS resources associated with your EC2 instances.

(] Encrypt this volume

Tags - optional o

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Key Value - optional
[ Q Name X | | Q Restored Volume X | (remove )

Add new tag

You can add up to 49 more tags.

Snapshot summary info @

@ Click refresh to view backup information
The volume type that you select and the tags that you assign determine whether the volume will be backed up by any Data Lifecycle Manager policies.

Cancel Create volume

Navigate to the Volumes tab, click checkbox next to the Restored Volume, and click “Attach
Volume” under the Actions drop down



Q Search [Alt+S] (@ Ask Amazon Q /ey @ o) United States (N. Virginia) ¥

;/D(lahs/user480741
© ® o=
EC2 ¢ Volumes (1/4) i ©) (12 RecycleBin ) (CActions o )| (Createvoliume

Saved filter sets Modify volume
Dishboard [ Choose filterset w | | Q_ Search 1 )
Create snapshot

AWS Global View 12 B | Namep v | VolumeID v | Type v | Size v | 10pPs v | Throughput v | Smapsh . . snapshot lifecycle policy Created

Fvents ) vol-0c8fb79b5a52d956f gp3 8GiB 3000 125 snap-0¢  pejete volume 2026/03/02 14:04 €
¥ Instances Restored Volu... vol-096a70a22dde26766 gp3 1GiB 3000 125 snap—m'{ Ntachwolime J‘"} H 2026/03/02 14:59 ¢

Instances My Volume vol-0fbf61c584e427d73 gp2 1GiB 100 - 2026/03/02 14:35 €

Instance Types vol-0c02ed932863777f3 gp3 9GiB 3000 125 snap-0¢ 2026/03/02 14:04 C

Launch Templates P

u P q Manage auto-enabled 1/0 >
Spot Requests

Savings Plans

Manage tags
Reserved Instances

Resilience testing

Dedicated Hosts Previously fault infection >
Capacity Reservations
Capacity Manager New
¥ Images
AMIs

AMI Catalog

v Elastic Block Store

[Volumes

Snapshots

Configure the Instance to lab and Device name to “/dev/sdg”, then click “Attach volume”

Attach volume i

Attach a volume to an instance to use it as you would a regular physical hard disk drive.

Basic details
Volume ID

I0) vol-096a70a22dde26766 (Restored Volume)

Availability Zone

use1-az6 (us-east-1a)

Instance | info

‘ i-08ade1849c370af54 = @
TEEX

(Lab) (Junning)

Only instances in the same Availability Zone as the selected volume are displayed.

Device name | Info

| | /dev/sdg | v

Recommended device names for Linux: /dev/xvda for root volume. /dev/sd[f-p] for data volumes.

( (@ Newer Linux kernels may rename your devices to /dev/xvdf through /dev/xvdp internally, even when the device name entered here (and shown in the details) is /dev/sdf through /dev/sdp. X J

faneel

Mount the backup using the console through the commands,
sudo mkdir /mnt/data-store2

sudo mount /dev/sdg /mnt/data-store2

Confirm the volume has been mounted using,

sudo mount /dev/sdg /mnt/data-store2

file.txt has been restored.

[ec2-user@ip-10-1-11-134 ~]$ sudo mkdir /mnt/data-store2
[ec2-user@ip-10-1-11-134 ~]$ sudo mount /dev/sdg /mnt/data-store2

[ec2-user@ip-10-1-11-134 ~]$ 1ls /mnt/data-store2/
file.txt lost+found




Build a Database Server (Lab 5)

Using the search bar, open search for and open the VPC console

United States (N. Virginia) ¥

voclabs/user4807418=Daniel_Gt

Services : e ®

= ‘ Reset to default layout
VPC 3

Features 0 Isolated Cloud Resources

Resources Create application

Documentation
Knowledge articles
g ﬁ AWS Global Vi
Marketplace
Blog posts bd applications

+ Add widgets

Vi A
w provides a global dashboard and search functionality that lets you...

Events . AWS Il Man

Tutorials B Central management of firewall rules

Click “Security groups” on the left menu, then the “Create security group” button

ginia) v

voclabs/userd8074

e VPC > Security Groups @ o,

A o E & +
VPCHEaER € Security Groups (5) info © Export security groups to sV | v )| (Create sectirity group
| Q. Find security groups by attribute or tag | %)
AWS Global View 12 -
— (J | Name v | Security group ID v | Security group name v | veciD v | Description
| Fitter by vPC v | =
e o - 59-0496d02615b009e0¢ default Vpc-0d2b5860bfeca7esb default VPC security group
v Virtual private cloud o - 59-058ed5d6a2beca0fh default vpc-09eb758039510f1e8 default VPC security group
Your VPCs o - 59-098c2da720fal1ab7f WorkEc2SecurityGroup Vpc-09eb758039510f1e8 VPC Security Group
Subnets (] Web Security Group 59-015f0bd7ee568548d Web Security Group vpc-04dadc6310b56ec0d Enable HTTP access
Route tables = 2
a = 59-07d12f2b628ea974c default vpc-04dadc6310b56ec0d default VPC security group
Internet gateways < >
Egress-only internet
gateways =
Carrier gateways Select a security group @ v

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security

Network ACLs

Configure the security group name and description as follows, then set the VPC to the pre-made
Lab VPC

Basic details
Security group name Info
DB Security Group
Name cannot be edited after creation.
Description Info

Permit access from Web Security Group

VPC Info
vpc-04dadc6310b56ec0d (Lab VPC) v



Set the type to MYSQL/Aurora, then type sg in the search bar to the right of Source to find
security group “Web Security Group”

Inbound rules info

Type Info Protocol Info Port range Info Source Info Description - optional Info

| MYSQL/Aurora v | [custom v | lq sd ><] ( | (pelete )

Use: "sg"

Security Groups

Add rule
[ |W

default | sg-07d12f2b628ea974c

b Security Group

/eb Security Group | sg-015f0bd7ee568548d| ]

Outbound rules i

Type Info Protocol Info Port range  Info Destination Info optional Info

[ All traffic v (custom w1 [0 1 | (" Delete )

Click Create Security Group

@ Security group (sg-OaeB85bced729fd2ba | DB Security Group) was created successfully

» Details

sg-0ae85bced729fd2ba - DB Security Group (Actions

Details

Security group name Security group ID Description VPCID

[E) DB Security Group I0] sg-0ae85bced729fd2ba I3 Permit access from Web Security Group vpc-04dadc6310b56ec0d
Owner Inbound rules count Outbound rules count

0] 316082854688 1 Permission entry 1 Permission entry

Inbound rules Outbound rules Sharing VPC associations Related resources - new Tags

Inbound rules (1) @ Manage tags ) (_ Edit inbound rules

Q Search | §
Name v | SecuritygrouprulelD ¥ | IP version v | Type v | Protocol v | Portrange v | Sour
- sgr-0b0e2d267599bf156 - MYSQL/Aurora TCP 3306 sg-0

Using the search bar, navigate to the Aurora and RDS console

(¢} H 5 azon C United States (N. Virginia) ¥

VPC Se it) o
9 VEC > Securt Services

VPC dashboard

voclabs/user4807418=Daniel_Ge

5 2
<>
_ Features HEH Managed Relational Database Service
AWS Global View (2
Resources

| Fitter by vPC Documentation
Knowledge articles

Top features

¥ Virtual private clo Marketplace
Your VPCs Blegposts : VPCID
Subnets Events Managed Database Migration Service b Seciinty Giolp ¥pc-04dade6310bsGecQd

Route tables Tutorials
Internet gateways

Egress-only internet Work with Real-Time Streaming Data
gateways

Carrier gateways

Features

DHCP option sets
Elastic IPs

@ Manage tags Edit inbound rules

Click “Subnet groups”, then “Create DB subnet group”



United States (N. Vi

voclabs/user4807418=Dan

e Auroraand RDS > Subnet groups ®
Aurora and RDS < Subnet groups (0) @ Edit Delete Create DB subnet group
Dashboard | Fitter by subnet group E]
Databases
Qi editsr Name a | Description v | status v | vec v

Performance insights
No db subnet groups
You don't have any db subnet groups.

Snapshots
Exports in Amazon §3
Automated backups
Reserved instances

Proxies

Parameter groups

Option groups
Custom engine versions

Zero-ETL integrations

Events

Configure the Name and Description as follows, then choose Lab VPC

Subnet group details

Name
You won't be able to modify the name after your subnet group has been created

DB-Subnet-Group

Must contain from 1 to 255 characters. Alphanumeric characters, spaces, hyphens, underscores, and periods are allowed

Description

DB Subnet Group

VPC

Choose a VPC identifier that corresponds to the subnets you want to use for your DB subnet group. You won't be able to choose a different VPC identifier after your subnet group has been created

Lab VPC (vpc-04dadc6310b56ec0d)

v
4 Subnets, 2 Availability Zones

Add Availability zones “us-east-1a” and “us-east-1b”” and subnets “Private Subnet 1 and
“Private Subnet 2, then click Create

Add subnets

Availability Zones
Choose the Availability Zones that include the subnets you want to add.

| choose an availability zone v

Subnets
Choose the subnets that you want to add. The list includes the subnets in the selected Availability Zones.

| select subnets v
Private Subnet 1 X | [ Private Subnet 2
Subnet ID: subnet-0b5b0960ff279064b  CIDR: 10.0.1.0/24 Subnet ID: subnet-0b202db01bfd8cd7f CIDR: 10.0.3.0/24

[ @ For Multi-AZ DB clusters, you must select 3 subnets in 3 different Availability Zones. J

Subnets selected (2)

Availability zone Subnet name Subnet ID CIDR block
us-east-1a Private Subnet 1 subnet-0b5b0960ff279064b 10.0.1.0/24
us-east-1b Private Subnet 2 subnet-0b202db01bfd8cd7f 10.0.3.0/24

Cancel Create

Click the “Databases” tab, then “Create database”



] . S
@ Ask Amazon Q B & @ @  UnitedStates(N. Virginia) voclabs/user4807418=Daniel_Ge

e AuroraandRDS > Databases ©

Aurora and RDS < @ Successfully created DB-Subnet-Group. View subnet group
Dashboard
Databases (0) @ Group resources @ @ Modify Actions v
Query editor | @ Fitter by databases | 1 5]
Performance insights
Status v Role v | Engine v Upgrade rollout order v Region... v | size v | R

DB identifier -

Snapshots

Exports in Amazon S3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups

Option groups

Choose MySQL, Dev/Test, and 2 instances

® Ask Amazon Q 8@ ® | uesaetnvimnn v

= AuroraandRDS > Databases > Create database

Engine options

Engine type info
Aurora (MySQL Compatible) Aurora (PostgreSQL Compatible) O MysQL PostgreSQL
. .
@6 E§ @
MariaDB Oracle Microsoft SQL Server 1BM Db2
7 o Micrgsor
ORACLE 7 SQLServer IBM Db2

Edition

© MysQL Community

Engine version Info

View the engine versions that support the following database eatures.

v Hide filters @

DB cluster Info

@ Show only versions that support the Multi-
instance and two readable standby DB instances. Mu

Create a A Multi-AZ DB cluster with one primary.

2 DB clusters provide up to 2x faster transaction commit latency and automatic failover n typically under 35 seconds.

@ Show only versions that support the Amazon RDS Optimized Writes  info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

Engine version

MySQL84.7

v

Enable RDS Extended Support Info
» xtended Support is  paid offeing L2 By selecting this option, you consent o being charged for thisoffering if you are running your database major version pastthe RDS end of standard support date forthat version. Check the end of standard support date for your

major version in the RDS for MySQL documentation L2

Templates
Choose a sample template to meet your use case.
Production © Dev/Test Free tier
Use defauls for high availabilty and fast, consistent performance. This instance i intended for development use outsde of a prodction environment: Use RDS Free Tier to develop new applicatiors, ting applicaions,or gan
hands-on experience with Amazon RDS. Info

Availability and durability

Deployment options  Info
Choose

the deployment option that provides the availability and durability needed for your use case. AWS is committed toa certain level of ptime depending on the deployment option you choose. Learn more in the Amazon RDS service level agreement (SLA) 12

Single-AZ DB instance deployment (1 instance)
Creates a single DB instanice without standby instances. This setup provides:
+ 89.5% uptime

+ Nodata redundancy

(©) Multi-AZ DB instance deployment (2 instances)
Creates a primary DB instance with a non-readable standby instance in aseparate
Availability Zone. This setup provides:
+ 99.95% uptime
-+ Redundancy across Availabilty Zones

Multi-AZ DB cluster deployment (3 instances)
Creates a primary DB instance with two readable standbys in separate Availabilty

Zones. This setup provides:
+ 99.95% uptime

+ Redundancy across Avallability Zones
+ Increase
+ Reduced write latency.

Standby (no endpoint) Write/read endpoint

Write/read endpoint Reader endpoints Write/read endp

Primary instance

me

Readable standby + SSD

Primary instance + SSD

Privay Temms  Cookiepreferences

() Cloudshell  Feedback

Configure the DB instance identifier and Master username as follows, then select “Self
managed” and set the Master password to “lab-password”



Settings

DB instance identifier info
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS Region.

[ lab-db

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance’). Constraints: 1 to 63 alphanumeric characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end

with a hyphen.
Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

main

1 to 16 alphanumeric characters. The first character must be a letter.

Credentials management

You can use AWS Secrets Manager or manage your master user credentials.

() Managed in AWS Secrets Manager - most secure © Self managed

RDS generates a password for you and manages it throughout its lifecycle using AWS Secrets Manager. Create your own password or have RDS create a password that you manage.

("] Auto generate password
Amazon RDS can generate a password for you, or you can specify your own password.

Master password  Info

sssssssssres

W Average

Minimum constraints: At least 8 printable ASCII characters. Can't contain any of the following symbols: /' " @

Confirm master password  info

Select Burstable classes under Instance configuration

Instance configuration
The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class Info
v Hide filters

(O show instance classes that support Amazon RDS Optimized Writes Info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

D Include previous generation classes

() standard classes (includes m classes)
() Memory optimized classes (includes r and x classes)
© Burstable classes (includes t classes)

Instance type

db.t3.micro v
2vCPUs 1GiBRAM EBS Bandwidth: Up to 2,085 Mbps Network: Up to 5 Gbps

Change the Allocated storage to 20



Storage L

Storage type info
Provisioned IOPS SSD (io2) storage volumes are now available.

‘ General Purpose SSD (gp3)

Performance scales independently from storage

Allocated storage Info

| GiB

Minimum: 20 GiB. Maximum: 6,144 GiB

Provisioned IOPS Info
10PS

Baseline IOPS of 3,000 IOPS is included for allocated storage less than 400 GiB.

Storage throughput Info
12 MiBps

Baseline storage throughput of 125 MiBps is included for allocated storage less than 400 GiB.

(D To provision additional 10PS and throughput, increase the allocated storage to 400 GiB or greater.

» Additional storage configuration

Select “Lab VPC” for the Virtual private cloud, and configure the Existing VPC security group to
only DB Security Group

Connectivity o @

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change connectivity settings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource () Connect to an EC2 compute resource
Don't set up a connection to a compute resource for this database. You can manually set up a connection to a Set up a connection to an EC2 compute resource for this database.
compute resource later.

Virtual private cloud (VPC) info
Chogsethe VPC The VPC definec the virtual forthis DR instance,

| Lab VPC (vpc-04dadc6310b56ecod)

EC)
4 Subnets, 2 Availability Zones [N

fter a database is created, you can't change its VPC. Only VPCs with a corresponding DB subnet group are listed.

(@ After a database is created, you can't change its VPC.

DB subnet group Info
Choose the DB subnet group. The DB subnet group defines which subnets and IP ranges the DB instance can use in the VPC that you selected.

db-subnet-group
2 Subnets, 2 Availability Zones

Public access Info

O Yes
RDS assigns a public IP address to the database. Amazon EC2 instances and other resources outside of the VPC can connect to your database. Resources inside the VPC can also connect to the database. Choose one or more VPC security
groups that specify which resources can connect to the database.

O No
RDS doesn't assign a public IP address to the database. Only Amazon EC2 instances and other resources inside the VPC can connect to your database. Choose one or more VPC security groups that specify which resources can connect to
the database.

VPC security group (firewall) Info
Choose one or more VPC security groups to allow access to your database. Make sure that the security group rules allow the appropriate incoming traffic.

© Choose existing () Create new
Choose existing VPC security groups Create new VPC security group

ng Security groups

Choose one or more options v

DB Security Group X

RDS Proxy
RDS Proxy is a fully managed, highly available database proxy that improves application scalability, resiliency, and security.
("] Create an RDS Proxy Info

RDS automatically creates an IAM role and a Secrets Manager secret for the proxy. RDS Proxy has additional costs. For more information, see Amazon RDS Proxy pricing L2

Certificate authority - optional  info
Using a server certificate provides an extra layer of security by validating that the connection is being made to an Amazon database. It does o by checking the server certificate that is automatically installed on all databases that you
provision.

rds-ca-rsa2048-g1 (default)
Expiry: May 25, 2061

If you don't select a certificate authority, RDS chooses one for you.

» Additional configuration



Under monitoring, uncheck “Enable Enhanced monitoring”, uncheck “Enable automated
backup”, and uncheck “Enable encryption”

Monitoring info
Choose monitoring tools for this database. Database Insights provides a combined view of Performance Insights and Enhanced Monitoring for your fleet of databases. Database Insights pricing is separate from RDS monthly estimates.
See Amazon CloudWatch pricing (1.

© Database Insights - Standard

v Additional monitoring settings
Enhanced Monitoring, CloudWatch Logs and DevOps Guru

(] Enable Enhanced monitoring
Enabling Enhanced Monitoring metrics are useful when you want to see how different processes or threads use the CPU.

Log exports
Select the log types to publish to Amazon CloudWatch Logs
(] Audit log

[ Enror log

] General log

("] iam-db-auth-error log

] Slow query log

IAM role
The following service-linked role is used for publishing logs to CloudWatch Logs.

v Additional configuration
Database options, encryption turned off, backup turned off, backtrack turned off, maintenance, CloudWatch Logs, delete protection turned off.

Database options

Initial database name info

| lab

If you do not specify a database name, Amazon RDS does not create a database.

DB parameter group Info

| defautt.mysqla.4 v

Option group Info

[ default:mysql-8-4 v ‘

Backup

(] Enable automated backup
Creates a point-in-time snapshot of your dafabase

Backup tags | Info
Copies tags from the source database to the automated backup and snapshots respectively.
(] Copy tags to automated backup

This is a one-time setting. Future tag modifications need manual updates.

Choose to encrypt the given instance. Master key IDs and aliases appear in the list after they have been created using the AWS Key Management Service console, Info

|D Enable encryption |

Click “Create database” and wait approximately 5 minutes for the database to deploy

Creating database lab-db
Your database might take a few minutes to launch. You can use settings from lab-db to simplify configuration of suggested database add-ons while

we finish creating your DB for you.

®0 A0 @1 ®0 @1

Databases (1) @ Group resources @ @ Modify ) ( Actions ¥

| Q Filter by databases |

(-] DB identifier a | Status v Role v | Engine v Upgrade rollout order v Region... ¥ Size v | R

O lab-db @ Creating Instance MySQL Co... SECOND us-east-1b db.t3.micro

Click the blue lab-db link to open the lab-db page



Databases (1) @ Group resources @ @ Modify Actions ¥ : rea

{ Q, Filter by databases ‘ 1 > o]
DB identifier a | Status v Role v | Engine ¥ Upgrade rollout order ¥ Region ... ¥ Size v | R
O b-db @ Available Instance MySQL Co... SECOND us-east-1b db.t3.micro
4 >

Under the connectivity & security tab, click “Endpoints” and copy the Endpoint URL

< |Connectivity & security | Monitoring Logs & events Configuration Zero-ETL integrations Maintenance & backups Data migrati¢ >

Connect using  Info

() Code snippets () CloudShell © Endpoints
Use when connecting through SDK, APIs, or third-party tools Use for a quick access to AWS CLI that launches directly from Use when connecting through any IDE interface.
including agents. the AWS Management Console.
Database name Master username Internet access gateway P
0 lab 0 main (® Disabled
Endpoint type

\. Instance endpoint ¥ \

¥ Additional configurations

Connectivity & security

Endpoint & port Networking Security

Endpoint Availability Zone VPC security groups

[0) lab-db.clgth76x51za.us-east-1.rds.a us-east-1b DB Security Group (sg-

mazonaws.com 0ae85bced729fd2ba)
VPC @ Active

Port Lab VPC (vpc-04dadc6310b56ec0d)

3306 Publicly accessible
Subnet group No

db-subnet-group
Certificate authority info

Subnets rds-ca-rsa2048-g1
subnet-0b202db01bfd8cd7f
subnet-0b5b0960ff279064b Certificate authority date

May 25, 2061, 16:34 (UTC-07:00)

DB instance certificate expiration date

Network type March 04, 2027, 11:45 (UTC-08:00)

IPv4

Return to the lab instruction page used to start the lab. Click “AWS Details™ at the top right, then
paste the WebServer IP into the browser



00:46 P Start Lab M End Lab i AWS Details i Details x
Submission Report m

a Close
Cloud Access

awsc: [EEH

Cloud Labs
Remaining session time: 00:45:03(46 minutes)
Session started at: 2026-03-04711:11:45-0800
Session to end at: 2026-03-04T12:41:45-0800

Accumulated lab time: 00:44:00 (44 minutes)

(1) ips - public:54.80.94.157, private:10.0.2.30 (2)ips --
public:35.175.217.253, private:10.0.0.231

s

SecretKey MYnkyOA9AKvig38EHotXcH8ek/gUpZqGtTswC

WebServer
BastionHost Capy
) Copy link to highlight
Region
Golo 54.80.94.157
AccessKey Print. Ctrl+P

Open in reading mode

Translate selection to English

Inspect

The page displays information about the EC2 instance. Click the RDS link

aws Load Test
&

Meta-Data Value
Instanceld -07¢2c0d55de87fc37
Availability Zone us-east-1b

Current CPU Load: 7%

Paste the previously copied URL into Endpoint, enter “lab” for Database, “main” for Username,
and “lab-password” for Password. Click Submit.



AWS  loadTest RDS

Endpoint hitp://lab-db.clgth76x51za.us-east-1.rds.amazonaws.com/
Database lab
Username main
Password ~ sesseseesees
Submit

The page will now display an address book from the App, which can be edited. The changes will
be reflected in the RDS database across multiple regions

aws Load Test RDS

Address Book

Last name First name Phone Email Admin

Add Contact
Doe Uane 010-110-1101 janed@someotheraddress.org [Edit [Remove
Johnson “Roberto [123-456-7890 robertoj@someaddress.com [Edit |Remove

Load Balancing (Lab 6)
Using the search bar, navigate to AWS EC2 menu

s @

Services Show more

| Services . EC2
Features i Virtual Servers in the Cloud

Resources

Documentation
EC2 Image Builder

Knowledge articles
A managed service to automate build, customize and deploy OS images

Marketplace
Blog posts

Events Recycle Bin
Tutorials r—:'_ Protect resources from accidental deletion

Features Show more

EC2 Instances
CloudWatch feature

EC2 Resource Health
CloudWatch feature




Go to the Instances tab using the left menu. Click Web Server 1, Actions > Images and
templates > Create image

L 0 @ United States (N, Virginia) ¥

e EC2 > Instances @ @ 5
EC2 < Instances (1/2) info @( Connect )( Instance state ¥ ) [ actions a )' Launchinstances ¥
Dashboard | @ Find instance by attribute or tag (case-sensitive) | | Austates v | IrsEaRCR diagriostics (]

: Instance settings >
AWS Global View 2
PRELNISNE 8 | Namep v | Instance ID | Instancestate v | Instancetype v | Statuscheck | Alarmstatus | - DNS

Events Networking »
(] Bastion Host i-0fb34e8dag178ae78 Running @ @  t2micro 2/2 checks passec  View alarms +
— g S it »

ecurity
¥ Instances P = =
@  |webserver 1 1-083036f426fc19e5f Runnin, t2.micro
@ s @@ II Image and templates » ]_I_

L] ] - >

Instance Types 5 e from instance Stage »
Launch Templates unch more like this Monitor aé}tmubleshoot >
Spot Requests

Savings Plans
Reserved Instances

Name the image “WebServerAMI” and configure description “Lab AMI for Web Server”, then
click Create Image

Create image i
An image (also referred to as an AMI) defines the programs and settings that are applied when you launch an EC2 instance. You can create an image from the configuration of an existing instance

Image details

Instance 1D
F) -08303674261c1905 (Web Server 1)

Image name

Maximum 127 characters. Can' be modifed after creation

Image description - optional

|

Maximum 255 characters

Reboot instance

When selected, Amazon EC2 reboots the instance 5o that data i 2t rest when snapshats of the attached volumes are taken. This ensures data consistency.

Instance volumes

Storagetype  Device Snapshot Size Volume type 1ops Throughput  Delete on Encrypted
termination
(s Enable

Add volume

[ © Duing th mage acaon procss, Amazon ECrete  snapsha f eachfthe sbove volmes ]

of 2 key and an optional val

No tags associated with the resource.

Add new tag

Yau can add up to 50 more tags.

Sa

We now create a Load Balancer. In the left menu, go to the Target Groups tab. Then, click
“Create target group”



e EC2 > Target groups

Dashboard
AWS Global View 12
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces
¥ Load Balancing

Load Balancers

Trust Stores

EC2 | <

Target groups info | what's new?

® o=
© G | =

| @ Fitter target groups | 1 (o]
Name v | ARN v | Port v | Protocol v | Targettype v | Load balancer v | vecip
No target groups
You don't have any target groups in us-east-1
Create target group
>
v

0 target groups selected

Select a target group above.

Enter group name “LabGroup”; select Lab VPC. Then, click “Next” at bottom of the screen to

proceed.



Step 1
(@) Create target group

Step 2 - recommended
Register targets

Step 3
Review and create

Create target group

Atarget group can be made up of one or more targets. Your load balancer routes requests to the targets in a target group and performs health checks on the targets.

Settings - immutable
Choose a target type and the load balancer and listener will route traffic to your target. These settings can't be modified after target group creation.",

Target type
Indicate what resource type you want to target. Only the selected resaurce type can be registered to this target group.

) 1P addresses
Supports load balancing to VRC and on-premises resources.
Facilitates routing to IP addresses and network interfaces on

© Instances
Supports load balancing to instances in a VPC. Integrate with
Auto Scaling Groups or ECS services for automatic

management.

Suitable for: [ALB/| [NLB | GWLB.

the same instance. Supports IPV6 targets,

Suitable for: [ALB | | NLB | | GWLB

) Lambda function
Supports load balancing to a single Lambda function. ALB
required as traffic source.

Application Load Balancer
Allows use of static IP addresses and PrivateLink with an
Application Load Balancer. NLB required as traffic source

Suitable for: [ALB Suitable for: [INLB’

Target group name
Name must be unique per Region per AWS account.

| LabGroup

Accepts: a2, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 8/32

Protocol Port
Port number where targets receive traffic. Can be overridden for
individual targets during registration

Protocol for communication between the load balancer and targets.

HTTP v J p
| 80
1-65535
IP address type
Only targets with the indicated IP address type can be registered to this target group.
© IPva

Each instance has a default network interface (th0) that is assigned the primary private IPv4 address. The instance's primary private IPv4

address is the one that will be applied to the target.

O IPve
Each instance you register must have an assigned primary IPv6 address. This is configured on the instance's default network interface (eth0).

Learn more 2

VPC

Select the VPC with the instances that you want to include in the target group. Only VPCs that support the IP address type selected above are

available in this list.

vpc-0e3d175806df201d1 (Lab VPC)
10.0.0.0/16

| ©

Create VPC (2

Protocol version
© HTTP1
Send requests to targets using HTTP/1.1. Supported when the request protocol is HTTP/1.1 or HTTP/2.

) HTTP2
Send requests to targets using HTTP/2. Supported when the request protocol is HTTP/2 or gRPC, but gRPC-specific features are not

available.

() gRPC
Send requests to targets using gRPC. Supported when the request protocol is gRPC.

Click “Next” and skip the Register targets step, then click “Create target group”

= EC2 > Targetgroups > Create target group

Step1
@ Create target group

Step 2 - recommended
@ Register targets

Step 3
(® Review and create

Review and create

Review your target group configuration before creating

Step 1: Target group details

Target group details
Name Target type Protocol : Port Protocol version
LabGroup Instance HTTP: 80 HTTP1
VPC 1P address type
vpc-0e3d175806df201d1 12 1Pv4
Health check details
Health check protocol Health check path Health check port Interval
HTTP / traffic-port 30 seconds
Timeout Healthy threshold Unhealthy threshold Success codes
5 seconds 5 2 200
Step 2: Register targets
Targets (0)
Instance ID v | Name v | Port Zone v
No targets added




Now click the “Load Balancers™ tab on the left sidebar, then click “Create load balancer”

e EC2 > Load balancers @ o 5

EC2 < Load balancers what: new ©

Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.

Dashboard

AWS Global View 12 | @ Fitter toad balancers 1 @

Evenls Name v | state v | Type v | Scheme v | 1P address type v | veciD 2 v |/Availability Zones v |
v Instances

Instances

Instance Types

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

Capacity Manager New

No load balancers

v
Images You don't have any load balancers in us-east-1
AMIs

Create load balancer
AMI Catalog

¥ Elastic Block Store

Volumes
Snapshots
Lifecycle Manager
¥ Network & Security
Security Groups

Elastic IPs

Placement Gr
AcmEntatalps 0 load balancers selex
Key Pairs

Network Interfaces

¥ Load Balancil

Click Create under Application Load Balancer

Load balancer types

Application Load Balancer info Network Load Balancer info Gateway Load Balancer info

1 [-—0—> i
v 22
To—2)-{ewes --5DE

ey

Choose an Application Load Balancer when Choose a Network Load Balancer when you Choose a Gateway Load Balancer when you
you need a flexible feature set for your need ultra-high performance, TLS offloading need to deploy and manage a fleet of third-
applications with HTTP and HTTPS traffic. at scale, centralized certificate deployment, party virtual appliances that support GENEVE.
Operating at the request level, Application support for UDP, and static IP addresses for These appliances enable you to improve

Load Balancers provide advanced routing and your applications. Operating at the security, compliance, and policy controls.
visibility features targeted at application connection level, Network Load Balancers are

architectures, including microservices and capable of handling millions of requests per

containers. second securely while maintaining ultra-low

latencies.

» Classic Load Balancer - previous generation

Name the Load balancer “LabELB”, select Lab VPC, then select Public Subnet 1 and Public
Subnet 2 under the two Availability zones



Basic configuration

Load balancer name S
Name.mustbeualgue within your AWS account and can't be changed after the load balancer is created.

[l LabELB |

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme | info
Scheme can't be changed after the load balancer is created,

© Internet-facing () Internal
« Serves internet-facing traffic. « Serves internal traffic.
« Has public IP addresses. « Has private IP addresses.
« DNS name resolves to public IPs. « DNS name resolves to private IPs.
« Requires a public subnet. « Compatible with the IPv4 and Dualstack IP address types.

Load balancer IP address type = Info
Select the front-end IP address type to assign to the load balancer. The VPC and subnets mapped to this load balancer must include the selected IP address types. Public IPvd addresses have an additional cost.

O IPva

Includes only IPva4 addresses.
() Dualstack

Includes IPv4 and IPv6 addresses.

() Dualstack without public IPv4
Includes a public IPv6 address, and private IPv4 and IPv6 addresses. Compatible with internet-facing load balancers only.

Network mapping ifo
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.
VPC | Info

The load balancer will exist and scale within the selected VPC. The selected VPC is also where the load balancer targets must be hosted unless routing to Lambda or on-premises
targets, or if using VPC peering. To confirm the VPC for your targets, view target groups |2

Vpc-0e3d175806df201d 1 (Lab VPC) = © Create VPC 12
10.0.0.0/16

IP pools  Info
You can optionally choose to configure an IPAM pool as the preferred source for your load balancers IP addresses. Create or view Pools in the Amazon VPC IP Address Manager console 121.
(] Use IPAM pool for public IPv4 addresses

The IPAM paol you choose will be the preferred source of public IPv4 addresses. If the pool is depleted IPv4 addresses will be assigned by AWS.

Availability Zones and subnets | info
Select at least two Availability Zones and a subnet for each zone. A load balancer node will be placed in each selected zone and will automatically scale in response to traffic. The load balancer routes traffic to targets in the selected Availability Zones only.

us-east-1a (use1-az2)

Subnet

Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently.
subnet-09d68f7f50518e54b (Public Subnet 1 v
10.0.0.0/24

..uls-easm b (use1-azd)

Subnet

Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently.
subnet-Oec6fa7e1d0a8e870 (Public Subnet 2] -
10.02.0/24

Under Security groups, deselect Default and select Web Security Group; under “Target group”
for Default action of forward to target groups, select LabGroup

Security groups info

A security group is a set of firewall rules that control the traffic to your load balancer. Select an existing security group, or you can create a new security group (2.

Security groups

| Select up to 5 security groups v

[ Web Security Group (sg-0d7b53402882a13f6) X ]

Listeners and routing info
Alistener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes requests to its registered targets,

¥ Listener HTTP:80 Remove
Protocol Port
wrTP v (e
165535
Default action | info

The default action is used if no ather rules apply. Choose the default action for traffic on this listener

Routing action

[o Forward to target groups ] () Redirect to URL *) Return fixed response

Forward to target group | Info
Choose a target group and specify routing weight or create target group |2

Target grou Weight Percent
LabGroup HTTe ‘ @ 1 100%
Target types Instance, 1Pud | Targt stckiness: Off
i i e
+ Add target group.
You ca add up o 4 mre target groups,
Target group stickiness | Info
Enabls theload balancer o bind  users sesion o a specfic targe group. To use stikinessthe PPt coskle, I you wart o bnd 2 sers seslor 0.2 spécfic brget tum o the Trget Group atroute Sticines

) Turn on target group stickiness

Listener tags - optional

Consider adding tags to your listener. Tags enable you to categorize your AWS resources so you can more easlly manage them.

Add listener tag

You can add up to 50 more tags.

Scroll to bottom and click Create load balancer



© Successfully created load balancer: LabELB

It might take a few minutes for your load balancer to fully set up and route traffic. Targets will also take a few minutes to complete the registration process and pass initial health checks.

In the left menu, choose the Launch Templates tab. Then, click “Create launch template”

(@ Ask Amazon Q ed States (N. Virginia)

©

EC2 <
Compute
Dashboard

AWS Global View 12

EC2 launch templates
istances Streamline, simplify and

Instances

standardize instance launches

Use launch templates to automate instance launches, simplify permission policies,
and enforce best practices across your organization. Save launch parameters in a
template that can be used for on-demand launches and with managed services,
including EC2 Auto Scaling and EC2 Fleet. Easily update your launch parameters by
Reserved instances creating a new launch template version.

Dedicated Hosts

<

Savings Plans

New launch template

Capacity Reservations

Capacity Manager New
Create launch template
¥ Images

AMls Benefits and features
AMI Catalog
. . = L a0 s Documentation
¥ Elastic Block Store Streamline provisioning Simplify permissions
Documentation 12

Volumes Minimize steps to provision Create shorter, easier to manage
— instances. With EC2 Auto Scaling, 1AM policies. Learn more 12 e —_—_.

updates to a launch template can
Lifecycle Manager be automatically passed to an Auto

3 Scaling group. Learn more (2
¥ Network & Security

Security Groups Governance

Elastic IPs Ensure best practices are used

Placement Groups across your organization. Learmn
more |2

Key Pairs €

Network Interfaces

Name the template “LabConfig” and select Auto Scaling guidance

Launch template name and description
Launch template name - required
LabConfig
Must be unique to this account. Max 128 chars. No spaces or special characters like ‘&', "', '@
Template version description
A prod webserver for MyApp

Max 255 chars

Auto Scaling guidance  Info
Select this if you intend to use this template with EC2 Auto Scaling

Provide guidance to help me set up a template that | can use with EC2 Auto Scaling

» Template tags

» Source template

Select t2.micro for instance type, vockey for key pair name, and “Web Security Group” for
security group



v Instance type Info | Get advice Advanced

Instance type
t2.micro
Family:t2 1vCPU 1 GiB Memory Current generation: true o All generations
On-Demand Linux base pricing: 0.0116 USD per Hour On-Demand Windows base pricing: 0.0162 USD per Hour v
On-Demand Ubuntu Pro base pricing: 0.0134 USD per Hour  On-Demand SUSE base pricing: 0.0716 USD per Hour Compare instance types
On-Demand RHEL base pricing: 0.026 USD per Hour

Additional costs apply for AMIs with pre-installed software

¥ Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name

vockey v ‘ (C Create new key pair

v Network settings info

Subnet info

\' Don't include in launch template v ‘ (C Create new subnet |2

When you specify a subnet, a network interface is automatically added to your template.
Availability Zone | Info

(C Enable additional zones |2
Not applicable for EC2 Auto Scaling

Firewall (security groups) | Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Select existing security group ] | (7) Create security group ‘

Security groups  Info

{ Select security groups v ‘ C Compare security group rules

Web Security Group sg-0d7b53402882a13f6 X
VPC: vpc-0e3d175806df201d1

» Advanced network configuration

Enable Detailed CloudWatch monitoring and Create Launch template



v Advanced details o

IAM instance profile = Info

| Dontinclude in launch template

v)

Hostname type | Info

| Don'tinclude in launch template

|

DNS Hostname  Info

["] Enable resource-based IPv4 (A record) DNS requests

[ Enable resource-based IPv6 (AAAA record) DNS requests

Instance auto-recovery | Info

| Don'tinclude in launch template

Shutdown behavior | Info

Not applicable for EC2 Auto Scaling

Stop - Hibernate behavior | Info

Not applicable for Amazon EC2 Auto Scaling.

Termination protection | Info

| Don'tinclude in launch template

Stop protection | info

‘ Don't include in launch template

Create new IAM profile
P

Detailed CloudWatch monitoring | Info

| Enable

Additional charges apply

Credit specification = Info

Click LabConfig in the success message

@ Success

Successfully created LabConfig(lt-04418|t48c00c38449).

v Summary

Software Image (AMI)
Lab AMI for Web Server
ami-0740b9d27dcaa30f

Virtual server type (instance type)
t2.micro

Firewall (security group)
Web Security Group

Storage (volumes)
1 volume(s) - 8 GiB

@ Freetier: In your first year of opening an AWS X
account, you get 750 hours per month of t2.micro
instance usage (or t3.micro where t2.micro isn't
available) when used with free tier AMIs, 750 hours
per month of public IPv4 address usage, 30 GiB of
EBS storage, 2 million 1/Os, 1 GB of snapshots, and
100 GB of bandwidth to the internet. Data transfer
charges are not included as part of the free tier
allowance. Charges may apply depending on your
account’s free tier status.

Cancel | Create launch template

Under Actions, click “Create Auto Scaling Group”

LabConfig (1t-04418448c00c38449)

Launch template details

Launch template ID
[0 1t-04418448c00c38449

Launch template name
I0) LabCenfig

Details Versions Template tags

Launch template version details

Version Description

| 1 (Default) v |

|( Actions a )l( Delete template )

Launch instance from template

Modify template (Create new version)

Default version Delete template version

o1 St dersult Gaikian DB46173:assumed-rol

3=Daniel_Ge
Manage tags
Create Spot Fleet
u Create Auto Scaling group J
0

L ST
( Actions v ) ( Delete template version )

Date created
0] 2026-03-10T21:24:51.000Z

Created by
I0] arm:aws:sts:396660846173:assumed-rol
e/voclabs/user4807418=Daniel_Ge

Name the group “Lab Auto Scaling Group”, then click “Next”



Choose launch template .+

Specify a launch template that contains settings common to all EC2 instances that are launched by this Auto Scaling group.

Name

Auto Scaling group name
Enter a name to identify the group.

‘ Lab Auto Scaling Group I

Must be unique to this account in the current Region and no more than 255 characters.

Launch template i

(D For accounts created after May 31, 2023, the EC2 console only supports creating Auto Scaling groups with launch templates. Creating Auto Scaling groups with launch
configurations is not recommended but still available via the CLI and API until December 31, 2023.

Launch template
Choose a launch template that contains the instance-level settings, such as the Amazon Machine Image (AMI), instance type, key pair, and security groups.

LabConfi v
\ g | @

Create a launch template |2

Version

[ Default (1) v | @

Create a launch template version | A

Description Launch template Instance type
- LabConfig 12 t2.micro

[t-04418448c00c38449

AMI ID Security groups Request Spot Instances
ami-0740b9d27dcaa130f - No

Key pair name Security group IDs

vockey sg-0d7b53402882a13f6 |2

Additional details

Storage (volumes) Date created
- Tue Mar 10 2026 14:24:51 GMT-0700 (Pacific
Daylight Time)

Cancel Next

Choose Lab VPC for VPC. Choose Private Subnet 1 and Private Subnet 2 for Availability Zones
and subnets, then click Next.



@ Ask Amazon Q D ® @ UnitedStates (N. Virg

EC2 > AutoScaling groups > Create Auto Scaling group ® 5
Step 1 ; .
@ Choose launch template Choose instance launch options i

stz Choose the VPC network environment that your instances are launched into, and customize the instance types and purchase options.
tep

@ Choose instance launch options

Instance type requirements info Override launch template
Step 3 - optional

@ !ntegrate with other services You can keep the same instance attributes or instance type from your launch template, or you can choose to override the launch template by specifying different instance attributes or
manually adding instance types.
Step 4 - optional

@ Configure group size and scaling Launch template Version Description
LabConfig 12 Default
Step 5 - optional t-04418448¢00c38449

@ Add notifications
Instance type

Step 6 - optional t2.micro
@ Addtags
Step7
@ Review. Network info

For most applications, you can use multiple Availability Zones and let EC2 Auto Scaling balance your instances across the zones. The default VPC and default subnets are suitable for
getting started quickly.

VPC
Choose the VPC that defines the virtual network for your Auto Scaling group.

vpc-0e3d175806df201d1 (Lab VPC) v ‘ @
10.0.0.0/16

TEE T VrC

Availability Zones and subnets
Define which Availability Zones and subnets your Auto Scaling group can use in the chosen VPC.

| setect Avaitability Zones and subnets v | @

use1-az2 (us-east-1a) | subnet-Ob7bb6429a4e704ba (Private Subnet 1) X
10.0.1.0/24 —

[ Use1-az4 (us-east-1b) | subnet-OcBc5996657e6b51a (Private Subnet 2) X ]
e Sty

eSS

Availability Zone distribution - new
Auto Scaling automatically balances instances across Availability Zones, If launch failures occur in a zone, select a strategy.

© Balanced best effort ~) Balanced only
If launches fail in one Availability Zone, Auto Scaling will attempt to launch in another healthy if launches fail in one Availability Zone, Auto Scaling will continue to attempt to launch in the
Availability Zone. unhealthy Availability Zone to preserve balanced distribution.

Cancel Skip to review

Choose “Attach to an existing load balancer” and select LabGroup as the target group. Click
“Next” to continue



Step2
@ Choose instance launch options

Step 3 - optional
(@ Integrate with other services

Step 4 - optional
@ Configure group size and scaling

Step 5 - optional
@ Add notifications

Step 6 - optional
@ Addtags

Step 7
@ Review

EC2 > AutoScaling groups > Create Auto Scaling group

Use a load balancer to distribUte Network trathc across multiple servers. Enable service-to-service COmMmUNICations with VPU Lattice. Shift resources away from impaired Avallability Zones
with zonal shift. You can also customize health check replacements and monitoring.

Load balancing inf
Use the options below to attach your Auto Scaling group to an existing load balancer, or to a new load balancer that you define.

Select Load balancing options

() Attach to a new load balancer
Quickly create a basic load balancer to attach to your Auto
Scaling group.

© Attach to an existing load balancer
Choose from your existing load balancers.

) No load balancer
Traffic to your Auto Scaling group will not be fronted by a
load balancer.

Attach to an existing load balancer

Select the load balancers to attach

© Choose from your load balancer target groups
This option allows you to attach Application, Network, or Gateway Load Balancers.

() Choose from Classic Load Balancers

Existing load balancer target groups
Only instance target groups that belong to the same VPC as your Auto Scaling group are available for selection.

| setect target groups

LabGroup | HTTP X
Application Load Balancer: LabELB

VPC Lattice integration options inf
To improve networking capabilities and scalability, integrate your Auto Scaling group with VPC Lattice. VPC Lattice facilitates communications between AWS services and helps you
connect and manage your applications across compute services in AWS.

Select VPC Lattice service to attach

© No VPC Lattice service
VPC Lattice will not manage your Auto Scaling group's network access and connectivity with
other services,

() Attach to VPC Lattice service
Incoming requests associated with specified VPC Lattice target groups will be routed to your
Auto Scaling group.

Create new VPC Lattice service 12

Application Recovery Controller (ARC) zonal shift - new o
During an Availability Zone impairment, target instance launches towards other healthy Availability Zones.

() Enable zonal shift
New instance launches will be retargeted towards healthy Availability Zones until the zonal shift is canceled.

Health checks

Health checks increase availability by replacing unhealthy instances. When you use multiple health checks, all are evaluated, and if at least one fails, instance replacement occurs.
EC2 health checks

@ Always enabled

Additional health check types - optional | Info
(] Turn on Elastic Load Balancing health checks

Elastic Load Balancing monitors whether instances are available to handle requests. When it reports an unhealthy instance, EC2 Auto Scaling can replace it on its next periodic check

(7] Turn on Amazon EBS health checks
EBS monitors whether an instance's root volume or attached volume stalls. When it reports an unhealthy volume, EC2 Auto Scaling can replace the instance on its next periodic health check.

Health check grace period | Info
This time period delays the first health check until your instances finish initializing. It doesn't prevent an instance from terminating when placed into a non-running state.

[ 300 | seconds

Make the following configurations

- Desired capacity: 2

Min desired capacity: 2

- Max desired capacity: 6

Select “Target tracking scaling policy”, name the policy “LabScalingPolicy”, then set Metric
type to Average CPU utilization with target value 60



Configure group size and scaling - optional i+

Define your group's desired capacity and scaling limits. You can optionally add automatic scaling to adjust the size of your group.

Group size info

Set the initial size of the Auto Scaling group. After creating the group, you can change its size to meet demand, either manually or by using automatic scaling.

Desired capacity type

Chaose the unit of measurement for the desired capacity value. vCPUs and Memary(GiB) are only supported for mixed instances groups configured with a set of instance attributes.

Desired capacity
Specify your group size.

Scaling info

You can resize your Auto Scaling group manually or automatically to meet changes in demand.

Scaling limits
Set limits on how much your desired capacity can be increased or decreased.

Min desired capacity Max desired capacity
Equal or less than desired capacity Equal or greater than desired capacity

ic scaling - optit
Choose whether to use a target tracking policy = Info

You can set up other metric-based scaling policies and scheduled scaling after creating your Auto Scaling group.

() No scaling policies
Your Auto Scaling group will remain at its initial size and will not dynamically resize to meet
demand

© Target tracking scaling policy
Choose a CloudWatch metric and target value and let the scaling policy adjust the desired
capacity in proportion to the metric's value.

Scaling policy name

‘I LabScalingPolicy I

Metric type | Info

Menitored metric that determines if resource utilization s too low or high. If using EC2 metrics, consider enabling detailed monitoring for better scaling performance.

I Average CPU utilization | v

Target value
)

Instance warmup | Info

‘L 300 ‘ seconds

[ Disable scale in to create only a scale-out policy

Enable group metrics collection within CloudWatch, then click Next




Additional settings

Instance scale-in protection
if protect from scale in is enabled, newly launched instances will be protected from scale in by default.

\:J Enable instance scale-in protection

Monitoring | Info
ru Enable group metrics collection within CloudWatch I

Default instance warmup = Info
The amount of time that CloudWatch metrics for new instances do not contribute to the group's aggregated instance metrics, as their usage data is not reliable yet.

[ Enable default instance warmup

Auto Scaling group deletion protection - new  Info
Configure how this Auto Scaling group can be deleted.
© None (default)

The Auto Scaling group can be deleted.

() Prevent force deletion
The Auto Scaling group cannot be force deleted. To delete the group, all instances must be detached or terminated, and all warm peols
must be deleted.

() Prevent all deletion
The Auto Scaling group cannot be deleted.

Cancel ( Skip to review ) ( Previous ) Next |

Click Next to skip Step 5, then click “Add tag” with Key “Name” and Value “Lab Instance” in
Step 6. Click Next.

Add tags - optional 1.+

Add tags to help you search, filter, and track your Auto Scaling group across AWS. You can also choose to automatically add these tags to instances when they are launched.

(@ You can optionally choose to add tags to instances (and their attached EBS volumes) by specifying tags in your launch template. We recommend caution, however, because the X
tag values for instances from your launch template will be overridden if there are any duplicate keys specified for the Auto Scaling group.

Tags (1)
Key Value - optional Tag new instances
I Name ‘ ‘ Lab Instance I |

49 remaining

>

Review the configuration, then click “Create Auto Scaling group”



Take the action
Add or remove capacity units as required

Instance maintenance policy

Replacement behavior
No policy

Additional settings

Instance scale-in protection
Disabled

Auto Scaling group deletion protection
None (default)

Capacity Reservation preference

Preference
Default

Step 5: Add notifications

Notifications

No notifications

Step 6: Add tags
Tags (1)
Key Value
Name Lab Instance

B2 Preview code

Instances need
300 seconds to warm up before including in metric

Min healthy percentage

Monitoring
Enabled

Capacity Reservation IDs

Scale in
Enabled

Max healthy percentage

Default instance warmup
Disabled

Resource Groups

Tag new instances

Yes

Cancel Previous

Create Auto Scaling group.

Go to the Instances tab using the left menu to check there are now two instances named “Lab
Instance” launched by Auto Scaling

© =2 > mstances

@

© Connect ( Instance state ¥ ) ( Actions v) Launch instances ¥

EC2 < Instances (4) o
Dashboard | Q Find instance by attribute or tag (case-sensitive) | | Austates v | 1 g
AWS Global Vi o =
eehbadss (]| Namep v | Instance D | instancestate v | Instancetype v | Statuscheck | Alarmstatus | Availability Zone v | Public IPv4 DNS
Events .
[]  Bastion Host i-0fb34e8daB178ae78 @Running @ @ t2.micro @ 2/2 checks passec  View alarms + us-east-1a -
¥, InStances []  webServer1 i-083036f426fc19e5f @Running @ @ t2.micro @ 2/2 checks passec  View alarms 4+ us-east-1a =
_ 0 i-0174f12958baadd 14 @Running @ @ t2.micro @ Initializing View alarms 4+ us-east-1a -
Instance Types =
@] i-0925248acc5a03df2 @Running @ @ t2.micro @ Initializing View alarms +  us-east-1b =

Launch Templates

a

Spot Requests

Savings Plans

Select the Load Balancers tab on the left menu, then select the LabELB load balancer. Find and

copy the DNS name



AWS Global View 12 | @ Filter load batancers ) R

ety Name v | state v | Type v | scheme v | 1P address type v | veciD 2 v | AvailabilityZones v |
¥ Instances LabELB @ Active application Internet-facing 1Pv4 Vpc-0e3d175806d201d1 2 Availability Zones
Instances »

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New

v Images
AMIs
AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs
Placement Groups

Load balancer: LabELB
Key Pairs

Network Interfaces

Details  Listenersandrules  Networkmapping  Resoulemap | Security ~ Monitoring  Integrations | Attributes | Capacity  Tags
v Load Balancing
Details
Target Groups
i Load balancer type Status vpc Load balancer IP address type
st atores Application @ Active VpC-03d1758064£201d1 2 Pva
v Auto Scaling
Scheme Hosted zone Availability Zones Date created
Auto Scaling Groups Internet-facing 2Z355XDOTRQX7K subnet-09d68f7f50518e54b 2 us-east-1a March 10, 2026, 14:18 (UTC-07:00)
(use1-az2)
subnet Oec6faZe1d0a8e870 12 us-east-1b
Settings jse1-224)
Load balancer ARN DNS name info
[s] 13966608461 abELB/567abSf1 TF) LabELB-352371195.us-east-1.elb.amazonaws.com (A Record)
a43f6af2

Paste the DNS name into a browser. It will display the CPU Load

Modules: A\ X ab - 1 Workbench - Vocar X E Load balancers | EC X @ Welcome to Academ X < Ask Gemini

(&) /\ Notsecure labelb-352371195.us-east-1.elb.amazonaws.com kg D 2

AdWS  |ocadTest RDS

Meta-Data Value
Instanceld i-0174f1a958baa9d14
Availability Zone us-east-1a

Current CPU Load: 0%

Using the search bar, go to “CloudWatch”

United States (N. Virginia) ¥

voclabs/user4807418=Daniel_Ge

Gt (=]
) © Create load balancer v
CloudWatch W

Features Monitor Resources and Applications
Dashboard
Resources 1 &
ew 2
AWS Global View 2 Doamentation
. he
Events Knowledge articles Athens : S : v | VPCID 2 v | Availability Zones w | 4
Serverless interactive analytics service
Marketplace
v Instances vpc-0e3d175806df201d1 ¢
Blog posts
Instances

Events mazon EventBrid
Instance Types

Tutorials Serverless service for building event-driven applications.

Launch Templates

Spot Requests

In the Alarms tab, we may find two alarms



e CloudWatch > Alarms

Favorites and recents >

Ingestion

Dashboards
Alarms Ao @1 @1

» Al Operations

» GenAl Observability

» Application Signals (APM)

» Infrastructure Monitoring

» Logs

» Metrics

» Network Monitoring

CloudWatch <

Alarms Mute rules - new
Alarms (2) composite alarm Actions ¥
| @ Fitter alarms || Quick filters

()| Name v | Actions v | Actions muted - new v | Laststate update (UTC) v |

TargetTracking-Lab
Auto Scaling Group-
—  AlarmHigh-
= 290f94d0-f363-
4e86-a787-
ee9c5ce9510b

TargetTracking-Lab
Auto Scaling Group-

4267-494a-9605-
8016cd3d2102

() AlarmLow-88bf4432- @ Insufficient data

@ Actions enabled - 2026-03-10 21:39:50

@ Actions enabled = 2026-03-10 21:37:42

Using the search bar, go to the EC2 Console

s g

Servi

Features
Resources
Documentation
Knowledge articles
Marketplace

Blog posts

Events

Tutorials

A

Create alarm
1 o]

Conditions

CPUUtilization > 60
minutes

CPUUtilization < 54
minutes

al

Show more &

EC2
Virtual Servers in the Cloud

EC2 Image Builder
A managed service to automate build, customize and deploy OS images

Recycle Bin
| Protect resources from accidental deletion

Features Show

v Mo

2 Instances
CloudWatch feature

EC2 Resource Health
CloudWatch feature

Go to the Auto Scaling Group, check the Lab Auto Scaling Group, and follow the steps below to
edit the LabScalingPolicy




EC2 < Auto Scaling groups (1/1) i P @( Launch configurations ) (" Launch templates 2 ) ((Actions v ) (§

Dashboard ('Q search your Auto Scating groups )

AWS Global View (2

Name v | Launch template/configuration 12 v | Instances v | Status v | Desiredcapacity v | Min v | Max v | Av
Events
Lab Auto Scaling Group LabConfig | Version Default 2 s 2 3 6 2)
v Instances — =
Instances

Instance Types.
Launch Templates

Spot Requests Auto Scaling group: Lab Auto Scaling Group &~
Savings Plans

Reserved Instances Details | Integrations | Autom Instance management | Instancerefresh  Activity  Monitoring  Tags
Dedicated Hosts
Capacity Reservations

pacty! @ scaling policies resize your. in demand. With reacti ic scaling policies, you ific CloudWatch
Capacity Manager New CloudWatch

t long with dynami / but with a

recurring pattern, or when your
v Images

AMis

i Orosmicoctingpcim il 8 el Gam e

¥ Elastic Block Store

1

Volumes Disable

Snapshots

i - lingPoli 9
Lifecycle Manager LabScalingPolicy /] @

¥ Network & Security ::":e{ :{zing sl

Delete
Security Groups
Elastic IPs Enabled or disabled

Enabled
Placement Groups

Key Pairs Execute policy when 4
etivackitectices s required to maintain Average CPU utilization at 60

Take the action

¥ Load Balancin
9 Add or remove capacity units as required

Load Balancers
Target Groups Instances need

Siume Eores 300 seconds to warm up before including in metric

v Auto Scaling Scalein

Enabled
Auto Scaling Groups

Settings - A i e
o Predictive scaling policies (0) o @ (Cactions v ) ( create predictive saling policy )

Evaluation period

Set the Target value to 50, then click “Update”

Edit dynamic scaling policy

Policy type
Scaling policy name

Metric type | Info
Monitored metric that determines if resource utilization is too low or high. If using EC2 metrics, consider enabling detailed monitoring for better scaling performance

Average CPU utilization v

Target value

Instance warmup  Info

[' 300 l seconds

("] Disable scale in to create only a scale-out policy

Cancel

Return to the CloudWatch alarms page and select the alarm displaying “OK”



Alarms (1/2)

( Clear selection ) @ C Create composite alarm ) ( Actions ¥ )

‘ Q Filter alarms

I

Quick filters

@

vJ <

& | Name v | State v | Actions

v |

Actions muted - new v Last state update (UTC) v [ Conditions

TargetTracking-Lab
Auto Scaling Group-
AlarmHigh-
2514c¢57b-8b3a-
4d93-8e95-
357714c60623

@ oK

@ Actions enabled

CPUUtilization > 50

2026-03-10 21:50:03 :
minutes

TargetTracking-Lab
Auto Scaling Group-
AlarmLow-
7a816318-3756-
49b6-aca5-
c3fb41a424f9

@ Insufficient data @ Actions enabled

CPUUtilization < 45

2026-03-10 21:49:05 ;
minutes

Return to the web browser tab from earlier, then click “Load Test”

s [
v Load Test RDS

Meta-Data
Instanceld

Availability Zone

Current CPU Load: 0%

Value

-0174f1a958baa9d14

us-east-1a

Return to the CloudWatch console tab and wait until the state change to “Alarm High”. We can
see that additional instances are getting launched in response

Alarms (1/2)

( Clear selection ) @ ( Create composite alarm ) ( Actions ¥ ) [

| Q, Filter alarms

“ ‘ Quick filters

v‘ <1 > |8

(-] Name v | State v Actions

v | Actions muted - new

v Last state update (UTC) v | Conditions

TargetTracking-Lab
Auto Scaling Group-
AlarmHigh-
2514c57b-8b3a-
4d93-8e95-
357714c60623

A Inalarm (@ Actions enabled

CPUUtilization > ¢

= 2026-03-10 21:56:03 :
minutes

TargetTracking-Lab

Auto Scaling Group-
AlarmLow-

7a816318-3756-
49b6-aca5-
c3fb41a424f9

@ ok

(@ Actions enabled

CPUUtilization < ¢

- 2026-03-10 21:53:26 .
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Return to the EC2 tab and go to Instances. Click Web Server 1, Instance state > Terminate



e EC2 > Instances @ [

EC2 < Instances (1/4) info @( Connect )( Instance state & )( Actions ¥ ) | Launch instances ‘Ii'
Dashboard l Q Find Instance by attribute or tag (case-sensitive) | | Alstates v J 10 @
AWS Global View 12

op=iiew (I @ Namep v | InstancelD | Instancestate ¥ | Instancetype v | Statuscheck tyZone v | Public IPv4 DNS

Events Reboot instance

]  Bastion Host i-0fb34e8da8178ae78 @Ruming @ @ t2micro © 2/2 checks pa ! =

¥ Instances : 7 = [
[l | Web Server 1 i-083036f426fc19e5f @Rumning @ @  t2micro @ 2/2 checks Pl oo (Gelete) instance ' -
(] LabInstance i-0174f12958baa9d14 @Running @ @ t2.micro @ 2/2 checks passec . View alarms Us-east-1a -

Instance Types

[J  Labnstance i-0925248acc5a03df2 @Running @ @ t2micro @ 2/2 checks passec  Viewalarms +  us-east-1b =

Launch Templates
4 »

Spot Requests
Savings Plans

Reserved Instances

Dedicated Hosts

Choose Terminate to terminate the instance

@ Successfully initiated termination (deletion) of i-083036f426fc19e5f X

nstances (1/4) info @ Connect ( Instance state ¥ ) ( Actions ¥ )  Launchinstances Vv
Q Find Instance by attribute or tag (case-sensitive) | All states ¥ 1 Gl
8 | Namep v | Instance ID | Instancestate ¥ | Instancetype ¥ | Status check | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS

[J  Bastion Host i-0fb34e8da8178ae78 @ Running @ @ t2.micro @ 2/2 checks passec  View alarms +  us-east-1a -

Web Server 1 i-083036f426fc19e5f @ shutting-d... @ € t2.micro @ 2/2 checks passec  View alarms + us-east-1a -

Conclusion

Through completing the two parts of the Cloud Computing AWS mock activities, including 6
labs and 2 activities, we have experienced setting up different cloud computing solutions on
AWS through a variety of AWS features. In the future, we are prepared to apply the AWS
services appropriately through our training in the videos, then replicate these steps through our
experience in the above labs.



