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Purpose

To practice the AWS concepts covered in the AWS Cloud Foundations course and train to
use the AWS system in our companies, we must go through mock scenarios where we implement
AWS Cloud solutions to address business goals our company may have. Through these three
labs, we practice using the AWS Management Console accessed through a web browser to
achieve setting up many services or networks, such as virtual machines, virtual networks, and
security policies for a hypothetical company. At the end of these exercises, we are better
prepared to replicate these steps to real-life business scenarios.

Background Information

Under the AWS Shared Responsibility Model, although AWS will protect the security of
the cloud, including the computing resources and servers, it is the user’s responsibility to ensure
security in the cloud by protecting elements like their own data and configuring firewalls. The
AWS TAM (Identity and Access Management) Service provides a framework to achieve this for
AWS users. AWS IAM is split into two halves corresponding to the two pillars of web security:
authorization and authentication.

With AWS IAM authentication, we may verify that users accessing their AWS account
are who they claim to be. To achieve this, [AM allows us to configure which login credentials
employees are required to set, from passwords to access keys. We additionally have the ability to
apply MFA (multi-factor authentication) to combine multiple authentication methods during log-
in.

Through AWS IAM authorization, we may configure users, groups, and roles. Users and
groups of users are usually static, but roles can be applied to users or applications temporarily.
After these are defined, we may then configure policies to be applied to these subjects. The
policies will rule what the users, groups, and roles may complete.

Using AWS TAM, administrators can configure access permissions to the company’s web
resources. Additional tools may be applied to encrypt data at rest and in transit. Given that
Amazon continues to properly secure the AWS cloud itself, with the correct security settings,
intruders and malicious actors will be prevented from accessing, viewing, or altering company
resources.

Just as breakthroughs in communications allowed for the construction of networks, where
devices with 32-bit IPv4 or 128-bit [Pv6 addresses may communicate with each other, we may
build networks on AWS as well using Amazon VPC (Virtual Private Cloud). VPCs are networks
run on AWS logically isolated from VPCs of other accounts and dedicated to one AWS account.
Unlike traditional networks, however, AWS allows us to deploy VPCs in one region but multiple
availability zones within the region.



Within each availability zone, we may deploy subnets. Subnets are divided into public
and private types. Public subnets may communicate with the public internet through an IGW
(internet gateway) while private subnets can be accessed through a NAT gateway. AWS allows us
to construct routes between the networks and IP addresses of applications within the networks.
There also exist additional services such as VPC sharing, VPC peering, or VPC site-to-site VPNs
to better connect VPC subnets or VPCs themselves, but they are beyond the scope of this lab.

One of the most common uses of Amazon VPCs is using them to launch Amazon EC2
instances. Since VPCs provides the networking environment and security configurations beyond
that of what EC2 itself can provide, we isolate EC2 instances in the VPCs and assign them with
IP addresses to use them. Just as we cannot use a real-life computer to provide a service to
customers without connecting it to a network, we cannot use virtual EC2 machines without
having a VPC network.

To handle the IT load of running a large organization including businesses or research
institutes, we often need to employ the use of large data servers. However, given the difficulty
and cost in maintaining, scaling, and running these servers independently, Amazon AWS offers
the opportunity to migrate away from traditional company data centers to virtual machines on the
cloud. Using Amazon EC2 (Elastic Compute Cloud), we may use AWS virtual machines’
computing power to run services like web servers, gaming servers, or file servers for our users.

Amazon EC2 instances are launched from AMIs (Amazon Machine Images) based on
operating systems like Linux or Windows and packages them in such a way they can be used for
AWS. Users then have the option to configure instance size, with various levels of memory, CPU
processing power, disk space, and network performance. To optimize costs, users should
consider their priorities and select appropriately sized instances.

Additional configurations that users will set when creating and using an Amazon EC2
instance includes network settings (selecting the VPC), IAM role, user data (what the virtual
machine contains), storage options (storage volume size), tags, security groups, and key pair.

Lab Summary

In Lab 1, the Introduction to IAM lab, we will open a sample AWS account with 3 pre-
existing IAM Users and Groups set with pre-existing policies: EC2-Admin, EC2-Support, and
S3-Support. These groups are respectively configured with permissions to modify EC2 instances,
view EC2 instances, and view S3 information. We will then configure three users with the
correct permissions, then log in through their usernames and passwords to verify that each user is
configured to be able to do precisely what they are meant to do.

In Lab 2, we practice building and using a VPC (Virtual Private Cloud) on AWS. We
follow steps to configure public and private subnets in the VPC across multiple Availability
Zones, including NAT Gateways and Internet Gateways to allow for communication with the
VPC. We will additionally configure the VPC with other necessary components including



security groups. In the end, we will practice using the VPC by launching an EC2 instance into
the VPC.

Lab 3 focuses on launching an EC2 instance. We will launch the instance with the
appropriate configurations in security to allow for HTTP traffic and practice monitoring the
instance. Afterwards, we will experiment with features such as stopping the EC2 instance to
adjust its size or stop protection, which prevents the instance from getting stopped on accident.

Lab Procedure

Introduction to IAM (Lab 1)

Start the lab and enter the main menu
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Search “IAM?” in the search bar and click the IAM option to open the IAM menu
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Click “Users” on the left menu and observe how there are three existing users currently. Click
“user-1" the first option
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Observe that user-1 does not have any permissions

user-1 i
Summary >
ARN Console access
0 arn: 4505941 1 £ Enabled without MFA
Created Last console sign-in
February 12, 2026, 14:05 (UTC-08:00) @ Never
Permissions Groups Tags (1 Security credentials Last Accessed
Permissions policies (0)

Permissions are defined by policies attached to the user directly or through groups.

Q search
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@ e
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You can generate a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your CloudTrail events to identify the services and actions used and generate a policy. Learn more (2

Generate policy

No requests to generate a policy in the past 7 days.

Click the “Groups” tab to observe that user-1 is not a member of any group
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This user does not belong to any groups,

Click the “Security credentials” tab to observe that user-1 has a console password
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Access keys (1)

Assign MFA device

Create access key

Use access keys ta send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKS, or direct AWS API calls. You can have a maximum of two access keys (active o inactive) at a time. Learn more 1)
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Click the User Groups option on the left menu to find the three pre-made groups

v |
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Click EC2-Support group, then the tab Permissions. Click the blue plus next to
“AmazonEC2ReadOnlyAccess”
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You can attach up to 10 managed policies.
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C2ReadOnlyAccess AWS managed 1

The AmazonEC2ReadOnlyAccess policy has been configured with multiple Allow and Deny
statements which allow the user to read EC2 information, but denies them the ability to affect the
operation
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Click Permissions then the blue square to expand and view the configuration for
“AmazonS3ReadOnlyAccess”
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Click Permissions then the blue square to expand and view the configuration for “EC2-Admin-
Policy”. This group is configured with an Inline Policy which allows the user to stop and start the

EC2 instances.
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Configuring User Permissions through IAM (Lab 1 continued)

Click “User Groups” on the left menu to return to S3-Support group menu
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Click “Add users”
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Check the box next to “user-17, then click the orange “Add users” button to add user-1 to S3-
Support

1 Add users to S3-Support i

Other users in this account (1/4)

Creation time

15 minutes ago

15 minutes ago

Q Search
8| username a | Group: v | Lastactivity
awsstudent SGGA:LL:
[@ user-1 0
liser-2 0

Follow the analogous steps to add “user-2” to EC2-Support

Add users to EC2-Support .

Other users in this account (1/4)
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Q Search
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Follow the analogous steps to add “user-3” to EC2-Admin

16 minutes ago

Add users.



Add users to EC2-Admin

Other users in this account (1/4)

e @

Q Search 1
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awsstudent O pee 16 minutes ago
user-1 0 16 minutes ago
user-2 0 16 minutes ago
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Click “Dashboard” on the left menu, then find the Sign-in URL for IAM users under AWS
Account

Identity and Access < © 1 user added tothis group.
Management (1AM}

1AM Dashboard .. ©
1AM es ©  AwsAccount
P s Arcount Account 1D
- D ssosgariosns
3 4 19 1 0 Moo e
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Additional information

Open an Incognito tab using Ctrl+Shift+N, then paste the above sign-in URL into the search bar.
Sign in through user-1’s credentials

- Username: user-1
- Password: Lab-Passwordl
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Once signed in, click S3 to enter the Simple Storage System console
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Since User-1 has been configured with the permissions to view S3 configurations, observe that
they can see the Amazon S3 buckets associated with the company account



» External access summary /.

Navigate to EC2 through Services, and observe that User-1 cannot see the EC2 instances since
they do not have permissions to do so

Instances i

Click “user-1” on the top-right and “‘sign out”
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Connect ( Instance state V¥ ) ﬂ
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Account ID
[ 4505-9411-0908

Account name
(® Access denied

Account coloR
® Access denied

IAM user
[ user-1

Account
Organization

Service Quotas

Billing and Cost Management

Security credentials

Console Mobile App

Turn on multi-session support

Follow the same steps to sign in with User-2

- Username: user-2
- Password: Lab-Password2

Enter the EC2 console, then click “Instances” on the left menu.
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Click Instance-state in the top-right, then “Stop instance”
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Observe the failure message. Although user-2 does have permissions to view EC2 instances, they
do not have permissions to stop or start those instances

@ Falled to stop the Instance |-0a1c8d08Sb9ec3fb2
You are not authorized to perform this operation. User: a

@ Diagnose with AmazonQ ) X

mawsiam:450594110908:user/ 166 /usar-2 i not authorized to perform: ec2:Stoplnstances o resource: am:aws-ee2:us-cast-1450594110908 instance/i-031c8d085b9ec3b2 bacause no identity-based policy allows the ec2-Stopinstances
action. Encoded authortzation failure message: OKOQUEM QuDFAIS2rEUNqSs 2y b X2RVBIVIKZNGaSCEly MIBYIQG, BEKSZBMACOC2tq YRS YIEM27HyDaz_2Y3SKE0DYCCBaRhRIHLWGY RLESemISXp97y 2pca0saBBNhaNHP] 1 crODTXrALQVHOOSUF0abk1 370aMIPEN-
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10PXCIcld6RBFVIXIMKUBHIPGOBZMeb_UjW2YQ9 1ISyiCHIGI9BAtOkNETDSSKeLBU_qaydwpNOQKU oW YQTLGOUZIQAg6V1YNSUGIGMQwo9bPRAGGIYHHNHAUMCVOZC
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OWAXISSwePt_OoNqsJOB2IWmOSVSTROIVT6UmZnPO2EGOWGMOHS 1r1272RFfgVn

Open the AWS S3 console on user-2. User-2 does not have permissions to view those buckets
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Sign out and log in to User-3’s account

- Username: User-3
- Password: Lab-Password3

Follow the same steps as before to attempt to stop the instance

rces.
Toner Chirged usage of Cota arster s for L 1lomever, you il sl
o E65 voluemes,

This time, the stop should be successful, since User-3 has been configured with permissions to
stop the EC2 instance
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Building a Virtual Private Cloud and Launching a Web Server (Lab 2)

Start the lab and enter the main menu

View all services

i Welcome to AWS

Open issues
n

Getting started with
AWS 2

H i+ AWS Health info

United States (N. Virginia) v

SIB | BB & O @
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Reset to default layout + Add widgets
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Name v Description ¥ Region ¥ orig 4 a |
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Get started by creating an application.
Create application
4 >

Go to myApplications

i Cost and usage info
Current month Cost ($)
¢n z2

Search “VPC” in the search bar and click the VPC option to open the VPC menu
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Read the top right to verify that the server is N. Virginia, then click “Create VPC”
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Additional
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Under VPC Settings, change the Name tag to “lab” and Number of Availability Zones to 1



VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

‘ () VPConly ‘ [o VPC and more ]

Name tag auto-generation Info

Enter a value for the Name tag. This value will be used to auto-generate Name
tags for all resources in the VPC.

Auto-generate
| tab |

IPv4 CIDR block Info
Determine the starting IP and the size of your VPC using CIDR notation.

‘ 10.0.0.0/16

CIDR block size must be between /16 and /28.

IPv6 CIDR block Info

© No IPv6 CIDR block
() Amazon-provided IPv6 CIDR block

Tenancy Info

| Default v \

» Encryption settings - optional

Number of Availability Zones (AZs) Info

Choose the number of AZs in which to provision subnets. We recommend at
least two AZs for high availability.

@21 3)

» Customize AZs

Number of public subnets Info

The number of public subnets to add to your VPC. Use public subnets for web
applications that need to be publicly accessible over the internet.

o 1@

Number of private subnets Info

The number of private subnets to add to your VPC. Use private subnets to
secure backend resources that don't need public access.

(o @D 2 )

Edit the Public and Private subnet CIDRs as follows, change NAT gateways to Zonal, and set
VPC endpoints to None. After verifying the configuration, click “Create VPC”



Number of private subnets Info

The number of private subnets to add to your VPC. Use private subnets to
secure backend resources that don't need public access.

(o GBI 2)

v Customize subnets CIDR blocks

Public subnet CIDRRIuck in us-east-1a

| ‘ 10.0.0.0/24 ‘

Private subnet CIDR block in us-east-1a

10.0.1.0/24 S, ‘

NAT gateways ($) - updated Info

NAT gateway allows private resources to access the internet from any availability
zone within a VPC, providing a single managed internet exit point for the entire
region. Additional charges apply.

f.f None | Regional - new '@‘
o

NAT gateways ($) Info

Choose the number of Availability Zones (AZs) in which to create NAT gateways.
Note that there is a charge for each NAT gateway

@D vz

VPC endpoints Info

Endpoints can help reduce NAT gateway charges and improve security by
accessing 53 directly from the VPC. By default, full access policy is used. You
can customize this policy at any time.

fml $3 Gateway )

.

DNS options Info
Enable DNS hostnames
Enable DNS resolution

» Additional tags

Cancel B2 Preview code

Wait for everything to activate and complete



Create VPC workflow

M Wait for NAT Gateways to activate

v Details

@ Create VPC: vpc-0d0f2116588df031a 12

@ Enable DNS hostnames
@ Enable DNS resolution

@ Verifying VPC creation: vpc-0d0f2116588df031a 12
@ Create subnet: subnet-03d6a295787746faa L2

@ Create subnet: subnet-0369cbacOafdSbecc 12

@ Create internet gateway: igw-073a31aaa23f64515 |2
@ Attach internet gateway to the VPC

@ Create route table: rtb-0167035¢2580d802a |2

@ Create route
@ Associate route table

@ Allocate elastic IP: eipalloc-023b39c2d9bc7f9a2 12
@ Create NAT gateway: nat-0d585dd26b62ccdab 12

@ Wait for NAT Gateways to activate
@ Create route table

@ Create route

@) Associate route table

@ Verifying route table creation

72%

Click “View VPC”. The VPC contains all the addresses in the network 10.0.0.0/16. We have
further configured the Lab subnets 10.0.0.0/24 and 10.0.1.0/24

vpc-0d0f2116588df031a / lab-vpc

Details info

VPCID
[0 vpc-0d0f2116588df031a

DNS resolution
Enabled

Main network ACL
acl-0fd15d2e0f9a98ebf

1PV6 CIDR (Network border group)

Encryption control ID

Resource map CIDRs Flow logs Tags

Resource map info

VPC

Your AWS virtual network

lab-vpc

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Integrations

Subnets (2)
Subnets within this VPC

us-east-1a

Block Public Access
Qoff

DHCP option set
dopt-011e576a6ead37fds

IPv4 CIDR
10.0.0.0/16

Route 53 Resolver DNS Firewall rule groups

Route tables (3)

Route network traffic to resources

rtb-09bf08fe3ecb3cb2d

@ lab-subnet-public1-us-east-1a

B lab-subnet-privatel-us-east-1a

lab-rtb-public

lab-rtb-privatel-us-east-1a

Click “Subnets” and “Create Subnets” to create more subnets

DNS hostnames
Enabled

Main route table
rtb-09bf08fe3ecb3cb2d

1PV6 pool

Owner ID
5} 438233051441

Network Connections (2)

Connections to other networks

lab-igw

lab-nat-public1-us-east-1a

@ Show all details



@ Askam:

onQ

© v > sunes
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Q Find subnets by attribute or tag
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terby v B
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ot tables
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Intermet gateways
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oress only ntemat
gatevays public Subree bt Oatfa33ICb 6 @ hvaable

Block Public..
Qoff
Qo

I

1Pus CIOR
17231160720
17231880/20
17231520720
17231800/20
17231480720
1723100120
10000724

DHCP option sets
Elastic s
Managed prefic lsts
NAT gateways
Pecring connections.
Route servers
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1PV CIDR

1PY6 CIDR association 1D ¥ | Available IPva addresses

091

® o=

- © G ()
1 ]

dRr—r) ]
use1-a16 (s-east 10 .
use1-a22 (us-esst-12) ]
uset-a23 (s-east-1e) ]
uset-an1 (s-cast10) ]

usel-az2 (us-east-1a)

VPC > Subnets > Createsubnet

Create subnet .

VPC
e

i
e subnecs i this o,

| vpc-0dor211658840315 (ab-vpe)

Associated VPC CIDRs

1Py cIoRs
10000/16

Subnet settings
Speciy the CIOR blocks and Avalabilty Zane fo th subret.

Subnet 1 0f 1

Subnet name

[b-subnet publicz

Availability Zone Info

de,orl

chaoss onefor o

[ United States (N, Virginia) / use1-a24 (us-eas

1Pva VPC CIDR block.info
Chocss the VPC 1P CIOR block fo che subnet,The subret Pvd CIOR must i

i this bock
| 10000716

1Py subnet CIDR block

[oozo/s

< 5 oA v
v Tags - optional

Key

[Q Name %

Value - optional
[ Q. tab-subnet-public2

<

ot

Create the corresponding private subnet using the following configurations



Create subnet o

VPC

VPCID
Create subnets in this VPC

vpc-0d0f2116588d031a (lab-vpc)
Associated VPC CIDRs

1Pva CIDRs
10.0.0.0/16

Subnet sett

S

g
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 10of 1
Subnet name
Create a tag with a key of ‘Name' and a value that you specify.
lab-subnet-private2

The name can be up to 256 characters long,

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

United States (N. Virginia) / use1-az4 (us-east-1b)

1Pv4 VPC CIDR block Info

Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPva CIDR must lie within this block.

10.0.0.0/16

1Pv4 subnet CIDR block
100.3.0/24
< > A v
v Tags - optional
Key
Q Name

Add new tag

You can add 49 more tags.

Add new subnet

Value - optional

X | | Q lab-subnet-private2

X

Remove

Cancel ( Create subnet

To begin configuring the routes, click “Route Table” on the left menu, and select the lab-rtb-
privatel-us-east-1a route table

© v > rovenbis

¢ { Routetables(1/6) e
| Q Find
B Nme

VPC dashboard

tables by attribute or tag
AWS Global View 12

Filter by UPC

v Virtual private cloud )
Your veCs

ab1tb-public
] Work Public Route Table

Subnets

Route table D

tb-09bfosfesechichzd
- s

| Explictsubnet assaci.. v

[1b-084830f2b11c30009

1495182508

subnet.

et 0a4fa33f33chi3e

Edge associations v | Main

R
1DC0d0F2116585031a | s
Ve 0012116588031 | 3.

Ve 0cBIB3ABGAAO2 | Work...

pe-08304s0886f01348

v | ounerid
38233051841
436233051441
3823305141
ass2s3051401

@ onm
Lt © Cadions +) (eresteroumstable
1o e

vl

(8] e

Subnet-0369chac0afdsbe,

pc-0d0f2116588031a | lab-v.

438233051441

Egress-only interet L=
gateways

Carier gatewiays
DHCP option sets
Elastic Ps

Managed prefix sts
NAT gateways
Peering connections

Route servers

v Security
Network ACLs

Security groups

ateLink and Lattice
Getting started

Encpoints

Endpoint services

Service networks

Latice services

Resaurce canfigurations
Resaurce gateways

Target groups.

£1b-06421¢14chas6E0Te

Domain verifications New

v DN firewall Routes

7 1ab-rtb-pri

Details
Rule groups

Domain lsts

Details
Route table 1D
0] rth-07c6327ce 31690

v Network Firewall
Firewalls
Firewall polcies

vee
Network Firewall rule VRC-0A0F2116588d103 13 | Lab-vpc

groups

Main
T No

ner D
15 436233081601

Tags

pC-0eB3E3dB6MAATO2

430233051441

Explicit subnet associations.
subnet-0369chacOsfdsbece / lab-subret-privateT-us-east-1a

Edge associations

Click “Routes” on the bottom menu, and observe how traffic to the internet (0.0.0.0/0) is sent
through the nat gateway



rtb-07¢6327ce33da1690 / lab-rtb-privatel-us-east-1a

Details ~ Routes bnet iati Edge Route
Routes (2)

Q Fiter routes
Destination v | Target
00.00/0 nat-0d585dd26b62cedab
10.0.00/16 local

Tags

v | status
@ active
@ Active

v | Propagated

No

No

| Route Origin
Create Route

Create Route Table

1

@

Click “Subnet associations”, then “Edit subnet associations” under Explicit subnet associations

rtb-07c6327ce33da1690 / lab-rtb-private1-us-east-1a

Route

e foues o

Explicit subnet associations (1)

| Q@ _Find subnet association

Name

lab-subnet-private1-us-east-Ta

Subnets without explicit associations (2)

o | subnetid

Tags

subnet-0369cbac0afdSbece

The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

| Q Find subnet association

Name
lab-subnet-private2

v | subnetin

subnet-069ac7d5£29593e9¢

I

v | ipvacior
10.0.1.0/24

v | iPvacior
10.0.3.0/24

o | pvecor

v | Pv iR

l Edit subnet associations. l

1

8

eadl|

1

Select both lab-subnet-privatel-us-east-1a and lab-subnet-private2, then “Save Assocations”
such that both subnets receive this Route Table

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/4)

Q Filter subnet associations

B | Name

v

Subnet ID

v | IPvaciDR

1 ]

v | IPv6CIDR

lab-subnet-private2 | subnet-069ac7d5f29593e9e 10.0.3.0/24 =
lab-subnet-private1-us-east-1a I subnet-0369cbacOafd5becc 10.0.1.0/24 -
O lab-subnet-public1-us-east-1a subnet-03d6a295787746faa 10.0.0.0/24 -
\:\ lab-subnet-public2 subnet-08c269c9e3e32b01c 10.0.2.0/24 -
4 »
Selected subnets

bacOafdSbecc / lab-subnet-pri

[ T

1-us-east-1a X] ( b

/ lab-sub

Cancel Save associations

Return to the Route Table and select lab-rtb-public, then the “Routes” tab. Observe that for the
public subnet, traffic to the internet have a direct route through the IGW (internet gateway)

Last updted

Route tables (1/6) o P e g Actions v ) (Creste outetaIE
Q Find route tables by attribute or tag ]
8 Nape v v | v | Ed iations v | Main v | veC v | Ownerid v |
C - B rth-09bf0Bfe3ech3ch2d - - Yes vpc-0d0f2116588df031a | lab-v. 438233051441

bl e v cost s b, sezsiostann )
") Work Public Route Table . = No VPC-0eE383086MbAAM02 | Work... 438233051441
= tb-Ofsbfsbdos 1sasdsc 5 = Yes vic-0880dS08B26191348 asaz33051801
lab-rt-privteT-us-east-1a Hb-07cE327ce3301690 2 subnets = No \BC0d0R21165880031a | lab-v... 438233051441
o - th-06426e14chES6801e = = ves \PC-0e3RIURGILALIO2  Work... 438253051441
rtb-0167035c2580d802a / lab-rtb-public @ v
Details Routes | Subnet iati Edge Route Tags
Routes (2) [(oth v
Q_ Filter routes 1 )
Destination v | Target v | status v | Propagated v | Route Origin v |
0.0.0.0/0 igw-073a31a3023f64515 @ Active No Create Route
100.00/16 local @ Active No Create Route Table

Click “Subnet associations”, then “Edit subnet associations” under Explicit subnet associations



rtb-0167035c2580d802a / lab-rtb-public @

Details ~ Routes  Subnet associati Edge associati Route i Tags

Explicit subnet associations (1)

Q Find subnet association 1 @
Name o | Subnetin v | Pvacior v | ivecior v
ab-subnet-publicl-us-cast-1a subnet.0362205787 7462 10000724 =

Select both public subnets, then “Save Associations”

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/4)

Q Filter subnet associations | 1 @
B | Name v | SubnetiD v | IPvaciDR v | IpveCIDR
] lab-subnet-private2 subnet-069ac7d529593e9e 10.0.3.0/24 -
lab-subnet-private1-us-east-1a subnet-0369cbacOafdSbecc 10.0.1.0/24 -
lab-subnet-public1-us-east-1a subnet-03d6a295787746faa 10.0.0.0/24 -
lab-subnet-public: subnet-08c269c9e3e: & .0.2. -
lab-subi blic2 bnet-08c269c9e3e32b01 10.0.2.0/24
4 »
Selected subnets
[ b d6a295787746faa / lab-subnet-public-us-east-1a x] [ subnet-08c269c9e3e32b07c / lab-subnet-public2 x]

Cancel

Click “Security Groups” on the left menu, then “Create Security Group”

© 1< > seaycrans

VPCdashboard ¢ | Security Groups (4) e © Gt ) (o wowmsto v [+)

QL i secury groups by attlbuteor tag ]
AW bl View

1] Neme 9 | Security group 1D v | Security group name v | vecio v | Deseription v | Owner | inbound rutes count v | Outbound rules count
ik s 5 s0-0cE0bactGdBdGaded Ec2seaurityGroup oc0cB3B3dB6basifo2 VP Security Group 43823305141 1 Permision entry.  Permission entry
v Virtual private cloud o - 50.018122081007021c6 defautt 0d0R211658841031a default VPC sccurity group 438233051441 1 Permisson entry. 1 permission entry
Your VPCs o - 1580ceaas default Bshadtioz default VPC sccurity group 438233051441 1 Permision entry. 1 Permission entry
subnets o - sa a23cbsrsin defaue oc-08804508826131348 default VPC security group 438233051481 1 Permission entry. 1 Permission entry
Route tables 5 .

Intenet gateways
Egress-only internet
gateways

Carie gateways
DHCP option sets
Elastic Ps

Managed prefixists
NAT gateways
Pecring connections

Route servers

v Security
Network ACLs

Security groups

v PrivateLink and Lattice
Getting started
Endpoints
Endpoint services

Service networks

Configure the name, description and VPC of the group as follows:

Create security group i

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name Info
Web Security Group
Name cannot be edited after creation.
Description Info

Enable HTTP access

VPC Info
vpc-0d0f2116588df031a (lab-vpc) v

Click “Add rule” under Inbound rules to add an inbound rule. Set the Type to HTTP, configure
Source as “Anywhere IPv4”, and configure the description



Inbound rules info

Type info Protocol Info Portrange Info Source Info Description - optional Info

e v s ¥ (Fmnins )
0.0.00/0 X

Add rule

Click Create Security Group

Search EC2 in the top search bar and open the EC2 console

VPC > Securit o
e — Services Show more 4

VPC dashboard Carsicen [ EC2
Features E Virtual Servers in the Cloud

Resources
Filter by VPC Documentation

: i EC2 Image Builder
Knowledge articles ) . i .
& A managed service to automate build, customize and deploy OS images
Marketplace

Your VPCs Blog posts

Subnets Events Recycle Bin
Route tables Tutorials Protect resources from accidental deletion

Internet gateways

AWS Global View 12

v Virtual private clol

Egress-only internet Features Show more
gateways

Carrier gateways

Click “Launch Instance”



©

EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New

v Images
AMls
AMI Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs

Placement Groups

Resources

You are using the following Amazon EC2 resources in the United States (N. Virginia) Region:

Instances (running)
Elastic IPs

Placement groups

Launch instance

1 Auto Scaling Groups

2 Instances

0 Security groups

To get started, launch an Amazon EC2 instance, which is a virtual server in the cloud.

Launch instance v

Note: Your instances will lau

Instance alarms

A 0inalarm

Instances in alarm

Scheduled events

United States (N. Virginia)
No scheduled events

Migrate a server |7

in the United States (N. Virginia) Region

( View in CloudWatch |2 )

@ 0 insufficient data

Name the instance “Web Server 17 and the Instance type to t2.micro

o] Capacity Reservat

i) Key pairs

5  Snapshots

Service he
Region

United States (

Zones
Zone name
us-east-1a
us-east-1b
us-east-1c
us-east-1d
us-east-1e
us-east-1f

Enable additior



Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name and tags info

Name

I Web Server 1 Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose
Browse more AMIs.

| Q Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon macOS Ubuntu Windows Red Hat SUSE Linux Debian Q
Linux
Browse more AMIs
. Including AMIs fi
aws | ubuntu® || % Microsoft || & RedHat cwe © AW, Maketplace arid
= Mac SUSE debian 4 "
| Mac | the Community
Amazon Machine Image (AMI)
Amazon Linux 2023 kernel-6.1 AMI Free tier eligible
ami-0f3caalcf4417e51b (64-bit (x86), uefi-preferred) / ami-Obea3ccc607167c10 (64-bit (Arm), uefi) v

Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description
Amazon Linux 2023 (kernel-6.1) is a modern, general purpose Linux-based OS that comes with 5 years of long term support. It is optimized for AWS and designed
to provide a secure, stable and high-performance execution environment to develop and run your cloud applications.

Amazon Linux 2023 AMI 2023.10.20260216.1 x86_64 HVM kernel-6.1

Architecture Boot mode AMI ID Publish Date Username @
| 64-bit (x86) v | uefi-preferred ami-0f3caalcf4417e51b  2026-02-16 ec2-user

¥ Instance type info | Get advice
Instance type

t2.micro (D All generations
Family:t2 1vCPU 1GiBMemory Current generation: true  On-Demand Linux base pricing: 0.0116 USD per Hour v

On-Demand Windows base pricing: 0.0162 USD per Hour ~ On-Demand Ubuntu Pro base pricing: 0.0134 USD per Hour

On-Demand SUSE base pricing: 0.0116 USD per Hour  On-Demand RHEL base pricing: 0.026 USD per Hour

Compare instance types

Ttional costs apply for AMIs with pre-installed software

Set the Key pair name to “vockey”

v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

vockey v \ C Create new key pair

Click the “Edit” button next to Network settings, and add the instance to the subnet and VPC
network we created by

- selecting “lab-vpc” under VPC

- selecting “lab-subnet-public2” under Subnet

- enabling auto-assigning public IP

- Set Firewall to security group “Web Security Group”



v Network settings info

VPC - required = Info

vpc-0d0f2116588df031a (lab-vpc) v c
10.0.0.0/16
Subnet Info
subnet-08c269c9e3e32b01c lab-subnet-public2
VPC: vpc-0d0f2116588df031a  Owner: 438233051441  Availability Zone: us-east-1b (use1-az4) v C Create new subnet 12

Zone type: Availability Zone  IP addresses available: 251  CIDR: 10.0.2.0/24)

Auto-assign public IP  info
Enable v
Additional charges apply when outside of free tier allowance

Firewall (security groups) ' Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

() Create security group [ © Select existing security group }

Common security groups = Info

Select security groups v

[ Web Security Group sg-04044b85d2c7d0b02 X

C Compare security group rules
VPC: vpc-0d0f2116588df031a ]

Security groups that you add or remove here will be added to or removed from all your network interfaces.

» Advanced network configuration

Open “Advanced details”, scroll all the way to the bottom, and paste the following code
#!/bin/bash

# Install Apache Web Server and PHP

dnf install -y httpd wget php mariadbl@5-server

# Download Lab files

wget https://aws-tc-largeobjects.s3.us-west-2.amazonaws.com/CUR-TF-100-ACCLFO-2/2-
lab2-vpc/s3/lab-app.zip

unzip lab-app.zip -d /var/www/html/
# Turn on web server
chkconfig httpd on

service httpd start

Into the “User data” box

Click “Launch Instance”



® Ask Amazon @

= EC2 > Instances > Launchaninstance

udshell  Feadba

Default active vCPUs Total vcpus
1 1

Nested virtualization | info

Nested ieualizaion i nat supparted with the elcted nstance type.

Metadata accessible infe

[ Ensbled

Metadata 16 endpoint 1o

Metadata version  info

[ V2 oy froken required) v
For tokeninal
Applications or agents that use V1 for instance metadata access will break.

Metadata response hop limit | nfo

(2 )

Allow tags in metadata | into

[ seect v)

N

v summary
Number of nstances | nfo

1

Software Image (AMI)
‘Amazon Linux 2023 AMI 2023.10...read more
amiofscaatcrA 172D

Virtual server type (instance type)

t2mic

Firewall (security group)
Web Security Group

Storage (volumes)
1 volumets) - 8 613

© Fre i your st yearof opering an WS acourt, X
J0u e 750 oursper month f 2.micr nstance sage

Data transfer charges are not included as part o the free
tier allowance. Charges may apply depending on your
account’s free tierstats

ser data - optional | info
piosd  flewith your user data o ener t nth feld

T choose file )

bingbash
#nstall Apache Web Server and PHP.

dnf instal - httpd wt php mariadb105-server
#Download Lab files

e/ lab-app.zip
unzip ab-app.zi -d fvarfww/html/
#Turn on web server

chkconti httpd on

service htpd start

URTF-100-ACCLFO-2/2-1ab2-

Cancel

G2 preview code

Upon seeing the Success message,

Success
Successfully

ted launch of Instance (102cd8Sf6cc9e7db7)

click “View all instances” at the bottom of the screen

» Launch log
Next Steps
Q. What would you like to do net with this nstace,for exampl “reae alar” o <reate backup 123 4
@ illing and free tier usag Connect to your ins Connect an RDS database Create EBS snapshot policy Manage detailed monitoring Create Load Balancer
once your instance tocal & ent "
notifications for biling and fee ie usage thresholds. computer. database to allow trafic flow between ther. and deltion of €85 snapshots you enable detiled monitoring, the Amazon EC2 Load Balancer

Create AWS budget
AWS Budgets allows you to create budgets, forecast

spend. and take action on your costs and usage from a
single location.

Create AWS budget 1

Connect to instance 21

Leam more &7

Connect an RDS database 2

Leamn more 2 Create  new ROS database (2

console displays monitoring graphs with a 1-minute
period.

G o5 et oty &

Manage CloudWatch alarms Disaster recovery for your instances Monitor for suspici i h Get system log
Createor o2 different asan
instance. ! image, This s uscful habl

Disaster Recovery (ORS). behavior,with near real-time visibilty into on-host instance.

Manage CloudWatch alarms 2

(Coetsystem og 2

actiitis occuring across your Amazon EC2 workloads.

After the status displays 2/2 checks passed next to Web Server 1, check the Web Server 1 box



e < nstances 1/2) o @ G G 3 G ) (S

Dashboard Q Find nstance by ateibuts o Alstates v 1 o®
A Globalview 2 (@ tmes o | instancen | nstancestate v | instancetype v | Statuscheck | Alsvmstatus | AvaiabilityZone v | PubliciPvaDNS v | Publiciva.. v | Elasticle v | pveips © | Monitoring v | Securtygroupmame 9 | Keynsme v |
Events
et Server 1 QRuming @ @ tamicro © 2/2 checks passec. View alarms +_usceast.1b ec2 322850 05com... 342285495 z = diabled e securty Group vockey
v Instancs
stances ) Bastion Host Qrming @Q  2miro @212 checks Viewalarms +  us-east-la €c2-34-205-72-126 o0, 3420572126 - - disabled Ec2SecurityGroup vockey
Instances . .
Instance Types
Launch Tempiates
Spot Requests
Savings Plans
Reserved instances
Dedicated Hosts
Capacity Reservations
Capacity Manager tew
v Images
ais
A Ctalog
v Elastic Block Store
Volumes _ .
Snapshots 1-02¢d89f6cc9e7Fdb7 (Web Server 1) @ v
Ufecyle Manager
N Details | Statusandalarms  Monitoring  Security  Networking  Storage  Tags
 Network & Security 9 y 9 g g
Sccurty Groups
¥ Instance summary info
Elastc ps
S Instance 1D Pubic IPva address Private 1Pvs addresses
" v 5 -02cd89f6ccse7rdb? 1Dy 34226.54.95 | open adress 12 18 100235
Key Pars
—— 196 address Instance state Pablic DS
- @ Running 5 ec2.34-225-54-95 compute-1.amazonavs.com | open acdress (2
v Load Balancing
ot B Hostname type Private P DNS name (1Pvd anly)
’ 1P e p-10-0-2-95,ec2internal B -10-0-2-95 ec2intermal
Target Groups
Tt stores Answer private resource DNS name Instance type Elasic P addresses
v Auto Scaling
Akl i Auto-assgned 1P address vecio AWS Compute Optimizer fndin
. 9 e 53 34228.54.95 [Public 7] 5 vpc-040121165883f031a (lab-vpe) 21 @ Opt-in to AWS Compute Optimizer for recommendations. | Learn more 12

1AM role Subnet 1D Auto Scaling Graup name.
Settings - 5 subnet-08<269c9e332b01 (lab-subnet-public2) 2 -
MDsvz Instance ARN Managed
Required =] false

X +

X ® ec2-34-228-54-95.compute-1.amazonaws.com

Introduction to Amazon EC2 (Lab 3)

Start the lab and enter the main menu



@ AskAmazonQ | () Q ® ] United States (N. Virginia) v

voclabs/user4807418=Daniel_Ge

= ®
Console Home i Reset to default layout + Add widgets
c : i+ Applications (0) info :
Region: US East (N. Virginia)
= EC2
_ Select Region
us-east-1 (Current Region) ¥ Q. Find applications
1
Name v Description ¥ Region ¥ orig 4 a |
No applications
Get started by creating an application.
] »
View all services p Go to myApplications p
i Welcome to AWS : i AWS Health info : i Cost and usage info :
Getting started with a Open issues Current month Cost ($)
bd
AWS 17 0 Past 7 days $OO7 0
£ Learn the fundamentals
N i 0
V% and find valuable Scheduled changes Forecasted month end
information to get the 0
most out of AWS. 0 Upcoming and past 7 days $OO7 o
o 0 — ==
Tralf".ng _and Other notifications Savings opportunities o -— |
[ certification 12 n . ® Not enabled Sep25 Oct25 Nov25 Dec25 Jan26 Feb26

Search “EC2” in the search bar and click the EC2 option to open the EC2 menu



J B | 8 O @ | UedSmem®Vige) v erqs0rata-Danielce

0]

Services

m EC2
Features ‘ B8 Virtual servers in the Cloud

Resources

Documentation
EC2 Image Builder

Amanaged service to automate build, customize and deploy OS images
Marketplace

Blog posts
Events 1
Tutorials

orig A a |

Features

EC2 Instances
CloudWatch feature

EC source Health
CloudWatch feature

Dashboard
® EC2 feature

Resources in us-east-1 /fo more in Resou:

Looking for more resources? Complete setup 17

Complete AWS Resource Explorer setup to view a full list of
supported resources in your account

Feb26

United States (N. Virginia) us-east-1

570379b1af59d
® VPC subnet United States (N. Virginia) us-east-1

rtb-0f11b2b162bfcd659
3 VPC route-table United States (N. Virginia) us-east-1

IERSEAWNE  Were these results helpful?  pocumentation )
tier models 12

bdels for your
Cloud A " n EC2

(5 Cloudshell  Feedback 2026, Amazon Web Services, Inc. or s affiates.  Privacy  Terms  Cookle preferences

United States (N. Virginia) ¥ voclabs/user480741

EC2 <
Resources @ EC2 cost @
Dashboard You are using the following Amazon EC2 resources in the United States (N. Virginia) Region: Date range: Region:
Past6 th Global
AWS Global View 12 ast s montns oba
Eyariic Instances (running) 1 Auto Scaling Groups 0 Total cost
$0.00
v Instances Capacity Reservations 0 Dedicated Hosts 0
it Regions
nstanices: Elastic IPs 0 Instances 1 1
Instance Types
Launch Templates Key pairs 1 Load balancers 0
Spot Requests Placement groups 0 Security groups 4 Cost ($)
Savings Plans
Snapshots 0  Volumes 1 »M o
Reserved Instances
Dedicated Hosts 0000025
Capacity Reservations
Capacity Manager New Launch instance Service health 0.00002
To get started, launch an Amazon EC2 ( AWS Health Dashboard 12 ) @
v Images instance, which is a virtual server in the
AMIs cloud. Region 0.000015
United States (N. Virginia)
AMI Catalog Launch instance v ¢
0.00001
v Elastic Block Store r ] Status
( Migrate a server L7 ) @ This service is operating normally.
Volumes
Snapshots 0000005
p Note: Your instances will launch in the Zones
Lifecycle Manager United States (N. Virginia) Region
e e - . Zone name Zone ID 0



Name the server “Web Server”, set the instance type to t2.micro, and the key pair to “vockey”.
Click the blue “edit” button to the right of network settings

amkemelsl Launch instance

e AMID publihDate  Usemame [ B2 Preview code
cabitodn v | ueliprefemed amiOfcaalclaaT7es b 2026-02-16 ectuser et provide

v Key pair (login) e

Key pair name - required

v Network settings Can)

Configure the VPC to “Lab VPC?”, fill out the security group name and description as follows,
and click “Remove” to remove the current inbound security group rule



EC2 > Instances > Launchan instance

Family:t2 1vCPU  1GiBMemory Current generation: true (P All generations
On-Demand Linux base pricing: 0.0116 USD per Hour ~ On-Demand Windows base pricing: 0.0162 USD per Hour v.

On-Demand Ubuntu Pro base pricing: 0.0134 USD per Hour ~ On-Demand SUSE base pricing: 0.0116 USD per Hour Compare instance types
On-Demand RHEL base pricing: 0.026 USD per Hour

Additional costs apply for AMIs with pre-installed software

v Key pair (login) it
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

vockey v | C Create new key pair

v Network settings inro

VPC - required | Info

vpc-Oee5d22d0d1599d8d (Lab VPC) v c
10.0.0.0/16

ubnet | Info
subnet-07d58525776fa808c PublicSubnet1
VPC: vpc-0ee5d22d0d1599d8d  Owner: 033638732544  Availability Zone: us-east-1a (use1-az4) v C Create new subnet |2

Zone type: Availability Zone 1P addresses available: 1 CIDR: 10.0.1.0/28)

Auto-assign public IP  Info

Enable v

Additional charges apply when outside of free tier allowance
Firewall (security groups) = info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ]

() Select existing security group

Security group name - required

[[CWeb Server security group ] ]

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is 255 characters. Valid characters: a-z, A-Z,
0-9, spaces, and ._-:/0#,@0+=&;{}1$*

Description - required  Info

I Web Server security group l

Inbound Security Group Rules

¥ Security group rule 1 (TCR, 22, 0.0.0.0/0)

Type = Info Protocol  Info Portrange Info

[ ssh v |

Source type | Info Source | Info Description - optional | Info
[ Anywhere v] a t e.g. SSH for admin desktop

Under Advanced details, enable Termination protection



v Advanced details o

Domain join directory | Info

‘ Select v | C Create new directory 2

IAM instance profile  info

| select v | C Create new IAM profile 2

Hostname type | Info

\: IP name v

DNS Hostname | Info

] Enable resource-based IPv4 (A record) DNS requests

Instance auto-recovery  Info

| select v

Shutdown behavior | Info

| Stop v |

Stop - Hibernate behavior = info

‘ Select v ‘

Termination protection | Info
| Enable v

Stop protection  Info

‘ Select v

Detailed CloudWatch monitoring = Info

| select v

Credit specification  Info

| standard v

Placement group | Info

| select v | (C Create new placement group |2

EBS-optimized instance | Info

Paste the following code into the User data box, then click Launch instance.
#!/bin/bash

dnf install -y httpd

systemctl enable httpd

systemctl start httpd

echo '<html><hl>Hello From Your Web Server!</hl></html>' > /var/www/html/index.html



Defaut active vcPUs TotalvcpUs
J 1 v Summary
Nestedvirtuaizaton 1o Number of instances ot
1

Software Image (AMI)
‘Amszon Linux 2023 AMI 2023:10._resd more

Metadsta sccessible o o

Enabled v
Virtual servertype (instance type)

Metadata 1Pvs endpoint  nfo @mico
Firewal (security roup)
Wb Secuity Gra

Metadata version  infe e

V2 oy (token required) v Storage (volumes)
1 volumels) -8 68

& Forv2 requests, you must include a session token i all nstance metadata requests,

‘Appications or gents that use V1 for instance metadata access will reak O Freeter: in you first yearof pening an AWS sccount, X
Y00 get 750 hours per month of 2 micro instance sage.

Metadata response hop mit  nfe
2 addres usage, 30 GiB of EBS storage 2 mllion /05,1 GB

Allowtagsinmetadata info

Select v accounts free te status.

ser data-optional o

everitin il
oose fle )

a1inbash
#Instll Apache Web Server and PHP

dn nstall  hitpd wgt php mariadb105-server
#Download Lab fles

BT Preview code

“Bc/s3ab-app o
nip lab-app:2ip -4 farfurswn e/
4 Tum on web server

chiconfg htpd on

service htpd sart

Click “View all Instances”

© Success

Successfully initiated launch of instance (i-Oddad12ce7a5a3100)

» Launch log

Next Steps

Q. What would you like to do next with this instance, for example “create alarm” or “create backup” 12 3 45 6 >

Create billing and free tier usage alerts

To manage costs and avoid surprise bills, set up
email notifications for billing and free tier usage
thresholds.

Create billing alerts (2

Manage detailed monitoring

Enable or disable detailed monitoring for the
instance. If you enable detailed monitoring, the
Amazon EC2 console displays monitoring graphs
with a 1-minute period.

Manage detailed monitoring (2

Connect to your instance

Once your instance is running, log into it from your
local computer.

Connect to instance 12

Learn more 12

Create Load Balancer

Create a application, network gateway or classic
Elastic Load Balancer

Create Load Balancer |2

Connect an RDS database

Configure the connection between an EC2 instance
and a database to allow traffic flow between them.

Connect an RDS database 12

Create a new RDS database 12

Learn more |2

Create AWS budget

AWS Budgets allows you to create budgets, forecast
spend, and take action on your costs and usage
from a single location.

Create AWS budget (2

Create EBS snapshot policy

Create a policy that automates the creation,
retention, and deletion of EBS snapshots

Create EBS snapshot policy 12

Manage CloudWatch alarms

Create or update Amazon CloudWatch alarms for
the instance.

Manage CloudWatch alarms (2

View all instances

After the status check displays 2/2 checks passed, click the checkbox next to “Web Server”, then
the “Status and alarms” tab to observe that both status checks have passed



@ C Connect ) C Instance state ¥ ) C Actions ¥ )

| [ All states ¥ ‘

Instances (1/2) o

‘ Q, Find Instance by attribute or tag (case-sensitive)

B | Namep v | Instance D | Instancestate ¥ | Instancetype ¥ | Status check | Alarmstatus | Availability Zone ¥ | PublicIPv4 DNS
‘Web Server i-0ddad12ce7a5a3100 @ Running @ aQ t2.micro @ 2/2 checks passec  View alarms + us-east-1a ec2-34-229-216-29.¢
(] Bastion Host i-0252b1d4e9280f2da @Running @ @ t2.micro © 2/2 checks passec  View alarms =+ us-east-1a ec2-44-220-163-95.
K] [ 3
i-0ddad12ce7a5a3100 (Web Server) 8| v
Details Status and alarms Monitoring Security Networking Storage Tags
Statis s e
Status checks detect problems that may impair i-Oddad12ce7a5a3100 (Web Server) from running your applications.
System status check Instance status check
@ Check passed @ Check passed
» Metrics @
¥ Alarms
| Q Find alarms by name | <1 5| @
Name | state v Description Metric name | State reason |

Instance has no associated alarms

Click “Monitoring” to go to the monitoring tab, then, to enlarge one of the graphs, click the three
dots then “Enlarge”

i-0ddad12ce7a5a3100 (Web Server)

Details Status and alarms Security Networking Storage Tags
@© Include metrics in the CWAgent namespace () ( Configure CloudWatch agent ) ( Manage detailed monitoring )
Learn more 12
(O Alarm recommendations Q ew | 1h 3h 12h 1d 3d Tw  Custom | | uTCtimezone »

@ Explore related :

CPU utilization (%) L] Network in (bytes) @ Network out (bytes) @ : Network packets in (count) @ :
Percent [ i i Bytes Count
268 Enlarge ] 42.17K 3.02K
Jm |
efres
1.34 . 21.09K 1.51K
0 @ Explore related 0 0
21:00 21:30 % Investigate 30 21:00 21:30 21:00 21:30
| View in metrics
Network packets out (count) @ . @ CPU credit usage (count) @ : CPU credit balance (count) @ :
iew logs
Count o Count Count
462 View in EC2 Resource Health 1 30 ®
231 05 05 = 15
0 0 — 0 0
21:00 21:30 21:00 21:30 21:00 21:30 21:00 21:30



CPU utilization (%) X

Tminte v || Average w || Th  3h 12h  1d  3d 1w Custom @ || UTCtimezone v

percent

~ 1-0ddad12ce72523100 (Web Server)

( Viewinmetrics ) (" close

To find the system log, a feature which supports diagnosing the issue during troubleshooting,
click “Actions”, “Monitor and troubleshoot”, then “Get system log”

Instances (1/2) info @ ( Connect ) ( Instance state ¥ ) Launch instances v

| Q. Find Instance by attribute or tag (case-sensitive) | | Austates v | Instancr iagnastics 8
Instance settings >
B | Name g v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | DNS
Networking [ SE—
[ Web Server i-0ddad12ce7a5a3100 @ Running & t2.micro @ 2/2 checks passec  View alarms + orar 1-216-29.¢
ecurity | ) ——
(]  Bastion Host i-0252b1d4e9280f2da @Running @ Q t2.micro @ 2/2 checks passec  View alarms + 1-163-95.¢
- Image and templates >
4 G ——
Storage >
Monitor |L Monitor and troubleshoot > ! |
Manage detailed monitoring I}
Manage CloudWatch alarms
Configure CloudWatch agent
Troubleshoot
| Get system log I
Get instance screenshot
= Connect to serial port
i-0ddad12ce7a5a3100 (Web Server) Réplaca oot olLme 8 v

Visit SSM Fleet Manager 12
Details Status and alarms Monitoring Security Networking Storage rays

After reading the system log, click cancel at the bottom of the page to exit out

d after an i

[E] System log Lo

nce lfecyle @ D) Copy log ¥ Download

When you experience issues with your EC2 instance, reviewing system logs can help you pinpoint the cause.

[ 27.501436] cloud-init[2177]: Complete!
[ 27.618100] cloud-init[2177]: Created symlink /etc/systemd/system/multi-user.target.wants/httpd.service BB /usr/lib/systemd/system/httpd.service.
[ 27.456257] zram_generator::config[3502]: zramd: system has too much memory (961MB), limit is 80@MB, ignoring.
Ci-info: ++t+trtttrtirttittrtterrierAuthorized keys from /home/ec2-user/.ssh/authorized_keys FOr USEr €C2-USEr#titititittittittiitis
i ——,—,———— (e > fomemmees e +
| Keytype | Fingerprint (sha256) | options | Comment |

: e e +

: | ssh-rsa | e7:21:e0:f3:98:4e:bd:d2:31:7:d0:c7:d0:fa:3b:F3:bf:87:92:7e:b7:9d:¥6:3c:eb:67:14:d7:93:6e:a8:5e | vockey |
c :+- et T +
<14>Feb 24 21 A
<14>Feb 24 21:48:26 i
<145Feb i 256 SHA256: LhyScbLyiBmP+/kiomMO1criaoddbF1h1spgSa+F6Iw root@ip-10-0-1-10.ec2.internal (ECDSA)
<14>Feb 256 SHA256:0GtxOxVgb3voU7@HOUIs1rm73sLyrLE+cGrFCewladl root@ip-10-0-1-10.ec2.internal (ED25519)
<145Feb ~----END SSH HOST KEY FINGERPRINTS
<14>Feb 148:26 Cloud-init: HHHHHHHHHHHHHEHHAHHEHHAHHEHHHHHEHHE IS

KEY KEYS-

ecdsa-sha2-nistp256 AAAAE2V3ZHNALXNoYTItbmlzdHAYNTYAAAATbm] zdHAYNTYAAABBBOLDZ+ImKsG1QkTi s jXMZQ7vOWIoV3cXMycXZVZOrLY6KDYL snVMxGmA4PK1RoCEP2MzF iUOqmz2fWhCCpjeqwA= root@ip-10-0-1-10.ec2.internal
ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAATFeE62npOIF66110ZSwvDGD1FT1wi jFCPXARYfWcMIzn root@ip-10-0-1-10.ec2. internal
~--—-END SSH HOST KEY KEYS-
[ 28.270574] cloud-init[2177]: Cloud-init v. 22.2.2 finished at Tue, 24 Feb 2026 21:48:26 +@000. Datasource DataSourceEc2. Up 28.25 seconds

[ (@ For boot or networking issues, use the EC2 serial console for troubleshooting. Choose the Connect button to start a session. J

Cancel

To get an image of what the server would look like if a screen was attached, click “Actions”,
“Monitor and troubleshoot”, then “Get instance screenshot”



Instances (1/2) Info @C Connect )( Instance state ¥ )( Actions A Launch instances v

Q, Find Instance b or tag (cas All states w IS tance cliEgistics @&
Instance settings >
= Name & v Instance ID Instance state v Instance type ¥ Status check Alarm status DNS
Networking >
[ Web Server i-0ddad12ce7a5a3100 @ Running @ Q t2.micro @ 2/2 checks passec  View alarms + 5 1-216-29.¢
ecurity >
Bastion Host i-0252b1d4e9280f2da @ Running @ Q t2.micro @ 2/2 checks passec  View alarms + 1-163-95.¢
Image and templates >
Storage >
Monitor | Muiu;ur and troubleshoot >
Manage detailed monitoring
Manage CloudWatch alarms
Configure CloudWatch agent
Troubleshoot
Get system log
|
—_ Connect to serial port
i-0ddad12ce7a5a3100 (Web Server) Replace o6t volume @ | v

Visit SSM Fleet Manager 12
Details Status and alarms Monitoring Security Networking Storage rdygs

¥ Instance summary Info

[l T Duhlis IDUA addvnes

After reading the screenshot and checking for errors, click cancel at the bottom of the page to
exit out

CloudTrail events Systems Manager Reachability Analyzer - new Instance events Instance screenshot System log

L Instance screenshot Last updated February 24, 2026, 14:07 (UTC-08:00 @

Retrieve console screenshots from your EC2 instance.

Amazon Linux 2023.10.20260216
ernel 6.1.161-183.298.amzn2023.x86_64 on an x86_64 (-)

ip-10-0-1-10 login: [ 26.256653]1 zram_generator::configl2315]1: zramO: system h
s too much memory (961MB), limit is 80OMB, ignoring.

27.4562571 zram_generator::configl3502]1: zramO: system has too much memory (
961MB), limit is 800OMB, ignoring.

( (@ For boot or networking issues, use the EC2 serial console for troubleshooting. Choose the Connect button to start a session. ]

Cancel



Click “Details” then click “open address” under “Public DNS” to attempt to access the website
right now

Instances (1/2) Info @ ( Connect > ( Instance state ¥ ) ( Actions ¥ ) Launch instances v
| Q Find Instance by attribute or tag (case-sensitive) | | Allstates ¥ | 1 o}
B  Namep v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | PublicIPv4 DNS
[ Web Server i-0ddad12ce7a5a3100 @ Running & @ t2.micro @ 2/2 checks passec  View alarms + us-east-1a ec2-34-229-216-29.
(] Bastion Host i-0252b1d4e9280f2da @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + us-east-1a ec2-44-220-163-95.
.. ] >
i-0ddad12ce7a5a3100 (Web Server) 8 v
Details Status and alarms Monitoring Security Networking Storage %ags

¥ Instance summary Info

Instance ID Public IPv4 address Private IPv4 addresses

I i-0ddad12ce7a5a3100 0] 34.229.216.29 | open address |2 I3 100.1.10

IPv6 address Instance state Public DNS

- @ Running m
ec2-34-229-216-29.compute-1.amazonaws.com | open
address |2

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-10-0-1-10.ec2.internal [0 ip-10-0-1-10.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses

Observe that the website is currently inaccessible since we have not created any inbound security
rule allowing traffic to visit the website

Course Modules: AWS X Lab - 3 Introduction t. X Workbench - Vocareu: X B Instances | EC2 |us-e: X 7)) ec2-34-229-216-29.cc X

X @ ec2-34-229-216-29.compute-1.amazonaws.com

B

This site can’t be reached

ec2-34-229-216-29.compute-1.amazonaws.com t




With the browser tab still open, return to the previous EC2 Console tab and click “Security
Groups” on the left menu

© > s
¢ stanes (1) e Clelarolezt —

Dashboard Q Fi
AWS Global View (2 e

Istance by atrute or g cse sense] ) (Awsmes ) 1o e

Name o | instance 1D Instancestate ¢ | Instancetype ¢ | Status check Alarmstatus | Avallability Zone @ | Public IPva DNS
i y

Events
Wb Server -0ddad12ce7a523100 Qruming @ @ 2mieo © 2/2 checks passec. Viewalarms +_ us-east-Ta ec2-34-229-216-29.0

v, Instarices Bastion Host 1-0252b1d4e9280f2da @Ruming @ @ tzmico @2/2checks passec Viewalarms +  us-east-1a ec2-44-220-163-95.co.

Instances < >

Instance Types
Launch Templates

Spot Requests

Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations, N

Capacity Manager New

v Images
AMis

AMI Catalog i-0ddad12ce7a5a3100 (Web Server) °

v Elastic Block Store
Volumes Details | Statusandalarms | Monitoring | Security  Networking  Storage  Tags

Snapshots.

Lifecycle Manager ¥ Instance summary info

¥ Network & Security

Security Groups

Elastic 1Ps 1Pv6 address Instance state Public DNS
= @ Running [

Instance ID Public IPva address. Private IPva4 addresses
=] D) 34.229.216.29 | open address 12

Placement Groups
i €c234-229-216-29.compute-1.amazonaws.com | open
Key Pairs address (2

Network Interfaces

Hostname type Private IP DNS name (1Pud only)
v Load Balancing 1P name: ip-10-0-1-10.ec2.nternal 18 1p-10-0-1-10.ec2internal
LosdGelaneers Answer private resource DNS name Instance type Elastic 1P addresses
Target Groups - 2micro -
Trust stores
Auto-assigned 1P address veci AWS Compute Optimizer finding
v Auto Sealing 9 34.229.216.29 [Public ] 5 vc-0ee5d224041599484 (Lab VPC) 1 © Optein to AWS Compute Optimizer for recommendations. |
Auto Scaling Groups Learn more 2
1AM role Subnet 1D Auto Scaling Group name
- TE) subnet-07058525776fa808c (PublicSubnet1) 12 =
Settings
mosv2 Instance ARN Managed
Required =] filse
72523100
Operator
¥ Instance details o
Monitoring Platform details
5 am-Of3caalcfaa17es 1 disabled 5 Linux/UNIX
AMIname Allowed image Termination protection
10 al2023-ami-2023.10.20260216.1-kernel-6.1-x86_64 - Enabled
Stop protection Launch time AMilocation
Disabled 5} Tue Feb 24 2026 13:47:50 G Time) | 1B 10.20260216.1-kernel-6.1-x86._6
@1 minutes) 4
Instance reboot migration Instance auto-recovery Lifecycle
Default (On) Default normal

Check the box for “Web Server security group”, click the “Inbound rules” tab, then “Edit
inbound rules”



© o2 > sy croues

EC2 <

Dashboard
AWS Global View 2
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

¥ Images
AMis
AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs

Placement Groups
Key Pairs
Network Interfaces
¥ Load Balancing
Load Balancers
Target Groups
Trust Stores
¥ Auto Scaling
Auto Scaling Groups

Settings

Security Groups (1/5) e

© Crators +) (Eomoresecuiy oo v | ) (e SRGHeaioin
1

Q_ Find security groups by attribute or tag @
@ Name v | Security group ID v | Security group name v | vecio v | Description
50-0c03d27efcdc14d99 default 1Rc-0024766601¢9862ch 12 default VPC security group
s9-0cb3ea2f5e3933690 default VpC052006222¢h7584fb 12 default VPC security group
Ype-0d2d766601c9862ch 12 VPC Security Group
Web Server security group Ypc-Oees 1509dad Web Server security group
- 50-0fdB2955dbaf1928d default ¥c-0ee5d22d0d1599d8d 17 default VPC security group
>
8 v

5-0498dd373cbfd8d89 - Web Server security group

Details Outbound rules | Sharing

Inbound rules
Q search

Name v | Security group rule D @

1P version

VPCassociations | Related resources -new | Tags

© Cronaperass

v | Type v

No security group rules found

Click “Add rule”

Inbound rules it

This security group has no inbound rules.

Add rule

Protocol v

Port range

Cookie prefer

Set the Type to HTTP, Source to “Anywhere IPV4”, then Save rules

Add rule

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules i

Protocol info info| Source info

Security group rule ID 7o

| HTTP

v

Port range

v

| Anywh.

Cancel

Description - optional info

Preview changes

Save rules

) C

Delete )

[ £\ Rules with source of 0.0.0.0/0 or ::/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

x|

Cancel Preview change:

) Save rules

Returning to the tab with the web server, we are now able to access it and see the message




Course Modules: AWS X Lab - 3 Introduction t X Workbench -Vocareu: X B SecurityGroups |[EC2| X @ ec2-34-229-21629.cc X+ <4 Gemini

(6] /\ Notsecure ec2-34-229-216-29.compute-1.amazonaws.com g

Hello From Your Web Server!

To change the size of the instance, we first must stop the instance. Begin by clicking “Instances”
on the left menu, then checkbox the Web Server

3 Ask Amazon Q Q ®@ @8 United States (N. Virginia) ¥

voclabs/user4807418=Dani

e EC2 > Instances @

Dashboard | @ Find instance by attribute or tag (case-sensitive) | | Austates v | 1

AWS Global View L2

8 Nameyp v | InstanceID | Instancestate v | Instancetype v | Status check | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS
Events

el

g

EC2 < Instances (1/2) o @( Connect )( Instance state v ) ( Actions ¥ ) Launch instances v

@

Web Server i-0ddad12ce7a5a3100 @Running @ @ t2.micro @ 2/2 checks passec  View alarms 4 us-east-Ta c2-34-229-216-29.

co

Y instances (] Bastion Host 1-0252b1d4e9280f2da @Ruming @ @ t2micro @ 2/2 checks passec  Viewalarms +  us-east-1a ec2-44-220-163-95.

nstance Types
Launch Templates
Spot Requests
Savings Plans %
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
AMIs

AMI Catalog i-0ddad12ce7a5a3100 (Web Server) L

Elastic Block Store
Volumes Details Status and alarms Monitoring Security Networking Storage Tags
Snapshots

Lifecycle Manager ¥ Instance summary Info

Click “Instance state” then “Stop instance” on the top

co

(1=l

Instances (1/2) info @ ( Connect ) ( Instance sta@a ) q Actions ¥ ) Launch instances ¥

\ Q, Find Instance by attribute or tag (case-sensitive) | | All states w \ Siopstancs Jl 1 @
L
Name v v v 4 v i
a 174 | Instance ID | Instance state | Instance type | Status check Reboot instance one | Public IPv4 DNS
[ ‘Web Server i-0ddad12ce7a5a3100 @Running @ @ t2.micro @ 2/2 checks passe ec2-34-229-216-29.co..
Bastion Host i-0252b1d4e9280f2da @Running & t2.micro @ 2/2 checks passe Terminate (delete) instance ec2-44-220-163-95.co..
4 O >

Click “Stop”



Stop instance
Stopping your instance allows you to reduce costs, modify settings, and troubleshoot problems.

Instance ID |2 Stop protection Result 2

I0) i-0ddad12ce7a5a3100 (Web Server) Disabled @® Can stop

» Associated resources
You will continue to incur charges for these resources while the instance is stopped

/\ You will be billed for associated resources

be billed for associated Elastic IP addresses and EBS volumes.

After you stop the instance, you are no longer charged usage or data transfer fees for it. However, you will still

Skip OS shutdown

or failover.

[ Skip OS shutdown

Cancel

After the Instance state displays “Stopped”, click “Actions” then “Instance settings” then

“Change instance type”

This option skips the graceful OS shutdown process. Use only when your instance must be stopped immediately, such as during an emergency

Instances (1/2) info @ ( Connect ) ( Instance state ¥ ) Actions & ) fl
‘ Q, Find instance by attribute or tag (case-sensitive) ‘ ‘ All states ¥ \ Instafce diaghostics >
: | Protection and lifecycle management I Instance fﬁnings > J“L
B | Name v | InstanceID | Instancestate v | Instancetype < _ L
\ttach to Auto S 5 Netwnrkﬁ »
v Web Server i-0ddad12ce7a5a3100 _ t2.micro
[ . L Stopped] Q Q Change stop protection Security »
(7] Bastion Host i-0252b1d4e9280f2da @Running @ Q t2.micro T — Tmage and templaies . 53-95.c0..
e ] [ 3
Change shutdown behavior Storage »
Change auto-recovery behavior Monitor and troubleshoot »
Change instance migration on reboot
2
Madify instance placement
Modify Capacity Reservation settings
i-0ddad12ce7a5a3100 (Web Server) 8 v

Change credit specification

Change the instance type to “t2.small”, then click “Change instance type”

- b



Instance ID
I} i-0ddad12ce725a3100 (Web Server)

Current instance type
t2.micro

New instance typ:

Q t2small X |

be chosen.

v Instance type comparison
Attribute 2.micro
On-Demand Linux pricing 0.0116 USD per Hour

On-Demand Windows pricing 0.0162 USD per Hour

VCPUs 1(1 core)
Memory (MiB) 1024
Storage (GB) -
Supported root device types ebs

Network performance Low to Moderate

Avchitecture 386
Burstable true
Free-tier eligible false
Current generation true

Compare more instance type attributes (2

Advanced details

t2small
0.0230 USD per Hour
0.0320 USD per Hour
1(1 core)

2048

ebs

Low to Moderate
386

true

false

true

[ & The t2.small instance type does not support changing CPU options.

Cancel

Click “Actions” then “Instance settings” then “Change stop protection”

@ Instance type changed suceessfully

Instances (1/2) info

@ Connect ( Instance state w I; Actions a b

‘ Q_ Find Instance by attribute or tag (case-sensitive)

| [ austates w |

Instance diagnostics. y )

Protection and lifecycle management Instance settings

B Namep v | Instance ID | Instancestate ¥ | Instance type
Networking
2 Web Si i-0ddad12ce7a5a3100 St d t2.mi
[. SRR ! 20 sGde O stopped @ Q miere ! Change stop protection | Security
Bastion Host i-0252b1d4e9280f2d Runni t2.mi s %
. astion Hos ! € ? @ unning aaq micro ChangetMmatuon protection

< —

Click “Enable” then “Save”

Image and templates

Change shutdown behavior Storage

Change auto-recovery behavior Monitor and troubleshoot

Change instance migration on reboot.

Instance configuration

v v v v vV

1-163-95.¢
>



Change stop protection X

Enable stop protection to prevent your instance from being accidentally stopped.
Learn more L2

Instance ID
I i-0ddad12ce7a5a3100 (Web Server)

Stop protection
Enable

Cancel m ..

>

Next, to resize the EBS Volume, click the Storage tab, then select the Volume ID name

i-0ddad12ce7a523100 (Web Server) @ v

Detalls  Statsandalarms | Monitoring | Security | Networ ting Tags

Set the Size to 10 GiB, and click “Modity”

Modify volume i

Modify the type, size, and performance of an EBS volume.

Volume details
Volume ID

fﬁ vol-0d2562416a380c185
Volume type = Info

General Purpose SSD (gp3) v

iB) | Info

Min: 1 GiB, Max: 65536 GiB,

10PS | info
3000
Min: 3000 I0PS, Max: 80000 10PS
Throughput (MiB/s) | info
125

Min: 125 MiB, Max: 2000 MiB. Baseline: 125 MiB/s.

cancel | Modify

Return to the Instances tab using the left menu, then click “Instance state” and “Start instance”



TS M2

F TS

1-0ddad12ce7a53100 (Web Server) ® v

Monitoring  Securty | Networking  Storage | Tags

Services Show more &

Servi Service Quotas

Features View and manage your AWS service quotas from a central location
Dashboard :
Documentation

iew 12
WS Glabal View'12 Knowledge articles

Events Marketplace T‘:'U.Stt.?(i Advisor . -
Optimize performance, improve security, reduce costs
Blog posts

Tutorials

¥ Instances

Instances

Events g\ Service Catalog
,J Create, share, organize, and govern your curated infrastructure as code (laC) templa...

Instance Types
Launch Templates
Spot Requests

. Features Show
Savings Plans

Click “AWS Services” in the left menu, then search for EC2

e Service Quotas > AWS services

Service Quotas < AWS services

Dashboard ﬂ i X | 5matches
Service

Quota request history

Amazon EC2 Auto Scaling
v Organization @
Quota request template |Amaz(m Elastic Compute Cloud (Amazon EC2)
Automatic Management New EC2 Fast Launch

EC2 Image Builder

EC2 VM Import/Export

As the EC2 account owner, you can search and modify the Service quotas. For example, to
modify the running on-demand quotas, simply search running on-demand in the search bar



Amazon Elastic Compute Cloud (Amazon EC2) 2

Amazon Elastic Compute Cloud (EC2) provides resizable compute capacity through virtual machines (VM's or instances) in the cloud.

(@ For Amazon Elastic Compute Cloud (Amazon EC2) quotas with Adjustability at the Resource-level, you can now request a quota increase at the resource level by clicking the quota name to navigate to the quota
details page and choosing the resource for which you want to request a quota increase. Learn more (#

Service quotas info Request increase at account level

View your applied quota values, default quota values, and request quota increases for quotas. Learn more |2

[ Q_ running on-demand X ] 10 matches 1 1)
Quota name a | Applied account-level quota value v | AWS default quota value v | Utilization v | Adjustability v
Running On-Demand DL instances 9% 0 0 Account level
Running On-Demand F instances 64 0 0 Account level
Running On-Demand G and VT instances 0 0 ] Account level
Running On-Demand High Memory instances 0 0 0 Account level
Running On-Demand HPC instances 192 0 0 Account level
Running On-Demand Inf instances 8 [ ] Account level
Running On-Demand P instances 0 0 0 Account level
Running On-Demand Standard (A, C, D, H, I, M, R, T, Z) instances 256 5 1 Account level
Running On-Demand Trn instances 8 0 0 Account level
Running On-Demand X instances 0 [ 0 Account level

To test the stop protection, return to the EC2 menu

@ Ask AmazonQ X

e Service Quotas .
Services Show more

Service Quotas Services EC2

Features Virtual Servers in the Cloud
Dashboard
Resources

AWS services Documentation

Quota request histor Knowledge articles m EC2 Image Builder

A managed service to automate build, customize and deploy OS images
—— Marketplace
v Organization

Blog posts
Quota request templ

Events &l Recycle Bin
Automatic Managemd Tutorials (g Protect resources from accidental deletion
Features Show more

Return to the instances tab, check the checkbox next to Web server, and click “Instance state”
then Stop instance

=1 < instances (1/2) u
Qs Azt v
e o | msaneid | istancestate v | istancetype v | Stauscheck Marmstitis | AvalabiiyZone | PublciADNS v | Publicpian v | st o | vebs v | Moniodng v | Seawitygoupmame v | Keyname
e sarver sl @22 rucs pasc_Viewsams & _wseanta annew. 5017 = = = w s o v

s X

R T mne. | amms | - = bied caasecuntyoron e

Click “Stop”. Observe that the instance cannot be stopped since stop protection is enabled



Stop instance X

Stopping your instance allows you to reduce costs, modify settings, and troubleshoot problems.

Instance ID |2 Stop protection Result 23

I0) i-0ddad12ce7a5a3100 (Web Server) Enabled A Can't stop

» Associated resources
You will continue to incur charges for these resources while the instance is stopped

/\ You will be billed for associated resources
After you stop the instance, you are no longer charged usage or data transfer fees for it. However, you will still
be billed for associated Elastic IP addresses and EBS volumes.

Skip OS shutdown

This option skips the graceful OS shutdown process. Use only when your instance must be stopped immediately, such as during an emergency
or failover.

(] Skip OS shutdown

Cancel ([ Stop

Click “Actions” then “Instance settings” then “Change stop protection”

@ Instance type changed successfully X

Instances (1/2) info @ Connect C Instance state ¥ I ( Actions a b r_ﬁ:‘:
‘ Q Find Instance by attribute or tag (case-sensitive) J | Allstates v | wms—r 3]
Protection and lifecycle management I Instance settings » ]I
8 | Name v | InstanceID | Instancestate ¥ | Instance type - DNS
Networking »
2 (o 2
[ B  WebServer i-0ddad12ce7a5a3100 (® Stopped @ @ t2.micro ! Change stpp protection | seturity >
]  Bastion Host i-0252b1d4e9280f2da @Rumning @ @ t2.micro Change tgr.)ninatiun protection Image and amplates N 1-163-95.¢
L ]
A Change shutdown behavior Storage » »
Change auto-recovery behavior Monitor and troubleshoot »

Change instance migration on reboot

Instance configuration

Uncheck the “Enable” box for stop protection, then click “Save”



Change stop protection

Enable stop protection to prevent your instance from being accidentally stopped.
Learn more A

Instance ID
0 i-0ddad12ce7a5a3100 (Web Server)

Stop protection
| ] Enable

Cancel

Follow the same steps to stop the instance

AWS Lambda

Using the search bar next to services, search for “Lambda” and open to AWS Lambda console



aws e Q_ lambda

Services Show more &
e Lambda

Features Run code without thinking about servers
Documentation App[
Knowledge articles Region

CodeBuild
Marketplace

L E Build and Test Code

Blog posts -Select Ri
Events | us-east
Tutorials S AWS Signer

Ensuring trust and integrity of your code

Name

Features Show m

Click “Create a Function”

AWS Lambda Get started
lets you run code without thinking about servers. ot o o s ooy

e wm‘“ o .

How it works

Run Next: Lambda responds to events

@ “Hello from Lambdal"

Nodejs  Python Custom runtime

EX

Ruby

11 Javaseript

Just write the code

Above s a simple Lambda function. Click "Run”to see function output before going to the next step.

Configure the Python function with the following settings and permissions



Create function .

Choose one of the following options to create your function.

© Author from scratch () Use a blueprint ) Container image
Start with a simple Hello World example Build a Lambda application from sample code and configuration presets for common Select a container image to deploy for your function.
use cases.

Basic information

Function name
Enter a name that describes the purpose of your function.

| [mystopinator |

Function name must be 1 to 64 characters, must be unique to the Region, and can't include spaces. Valid characters are a-z, A-Z, 0-9, hyphens (-), and underscores ().

Runtime  Info
Choose the language to use to write your function. Note that the console code editor supports only Node s, Python, and Ruby.

( I‘-‘ython 3.11| v

Durable execution - new  Info
Enable durable execution to simplify building resilient multi-step applications that checkpoint progress and resume after interruptions. Supports Python and Node js runtimes. View pricing 121

Architecture  Info
Chaose the instruction set architecture you want for your function code.

O arme4

© x86_64 %

Permissions info
By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers.

¥ Change default execution role

Execution role

To access other AWS services and resources your function needs an IAM role. Choose a role with the right permissions for your function.
| mystopinatorrole | v | @ (_ create new role

View role details in IAM (2

Create default role \l [ © Use another role ] I

» Additional configurations
Use additional configurations to set up networking, security, and governance for your function. These settings help secure and customize your Lambda function deployment.

Cancel

To create a trigger which automatically activates the function, click “Add trigger”

@ Successfully created the function myStopinator. You can now change its code and configuration. To invoke your function with a test eves

myStopinator (hrottte ) (1@ copy ArN ) (C Actions v )

v Function overview info ( Export to Infrastructure Composer ) ( Download v )

Template ) Description

‘ myStopinator ‘ Last modified

‘ S Layers © ‘

Function ARN

+ Add t + Add destination [0 arn:aws:lambda:us-east-1:675453665734:function:myStopinator

[N Function URL | Info
Code Test Monitor Configuratte Aliases Versions
Code source info ( Open in Visual Studio Code 12 ) ( Upload from v ) @
LI =Rui] o
EXPLORER =+ & lambda_functionpy X [y =
 MYSTOPINATOR @ lambda function.py
@ # lambda_function.py 1 import json Amazon Q Tip 1/3; Start typing to get suggestions ([ESC] to exit) o i
2
/O 3 def lambda_handler(event, context):
4 # TODO implement
> 5 return {
B 6 *statusCode': 200,
7 *body': json.dumps('Hello from Lambdal')
& gl 3
9
a

Link the trigger to CloudWatch by selecting “EventBridge (CloudWatch Events)” from the
source options



Trigger configuration info
| setect a source

(a x]

APIs/interactive/web

[E CloudFront

cdn  edge
Batch/bulk data processing

CloudWatch Logs

aws asynchronous cw logging management-tools

[ B EventBjidge (CloudWatch Events) }

aws chronous  schedule  management-tools

P — Toiiisnion T — EunntBuidnn

Click “Create a new rule” to create a rule with,

- Name: everyMinute
- Schedule expression: rate(1 minute)

Click Add to add the rule

Add trigger

Trigger configuration info

Cancel

a

Add

B EventBridge (CloudWatch Events)
aws  asynchron e

hedule  mana

Rule

Pick an existing rule, or create a new one.
© Create a new rule
Xisting rules
Rule name

Enter a name to uniquely identify your rule.

everyMinute

Rule description
Provide an optional description for your rule.

Rule type

Trigger your target based on an event patter, or based on an automated schedule
Event pattern
© Schedule expression

Schedule expression
Self-trigger your target on an automated schedule using Cron or rate expressions L. Cron expressions are in UTC.

rate(1 minute)

e.g. rate(1 day), cron(0 17 2 * MON-FRI )
Lambda will add the necessary permissions for Amazon EventBridge (CloudWatch Events) to invoke your Lambda function from this trigger.

Info

Cancel

Add

Click the “Code” tab and replace the current content of the text editor with the following code

import boto3
region = '<REPLACE_WITH_REGION>'
instances = ['<REPLACE_WITH_INSTANCE_ID>']

ec2 = boto3.client('ec2', region_name=region)

def lambda_handler(event, context):

ec2.stop_instances(Instancelds=instances)

print('stopped your instances: + str(instances))




v Function overview i ( Export to Infrastructure Composer ) ( Download ¥ )

( Diagram JIRE Description

‘ myStopinator Last modified

<
B o

Function ARN

— s 1:675453665734:
" _Addd tinati
EventBridge (CloudWatch Events) + —

Function URL  Info

+ Add trigger -

Test Monitor Configuration Aliases Versions

Code source o C Open in Visual Studio Code (2 ) ( Upload from > @
Do s d
= EXPLORER % lambda_functionpy X @ -
~~ MYSTOPINATOR % _lambda function.py
@ # lambda_function.py 1 import boto3
2 region = '<REPLACE_WITH_REGION>'
je) 3 instances = [*<REPLACE_WITH_INSTANCE_ID>']
4 ec2 = boto3.client(‘ec2’, region_name=region)
5
& 6 def lambda_handler(event, context):
7 ec2.stop_instances(Instancelds=instances) =
Eg—‘  DEPLOY 3 print(’stopped your instances: ' + str(instances))
o Amazon Q Tip 1/3: Start typing to get suggestions ([ESC] to exit)
N Deploy (Ctri+
Test (Ctrl+ Shift+1)
v TEST EVENTS [NONE SELECTED]
+ Create new test event
(© See what's new in the code editor & x
> ENVIRONMENT VARIABLES
®0Ao0 D AmazonQ Ln9,Col1 Spaces4 UTF-8 LF Python [Jlambda LayourUs (3

Click the tab on the top right displaying the user’s current region to find the region name, then
replace “<REPLACE_WITH_REGION>” with this name

Unied states

myStopinator o) (@ e ) (Cactions v )
+ Function overview i (Comorstomimsacirscomposer) (Joowniond v )

< f—
yStopinator J—
iy
=

[ — )

)

Code  Test | Montor | Configuration | Alases Versions

Code source s

Cormmvamisoco ) (Coeaion +) (D)
o =

a=="

gl

&>
9 ~owmer

A

C—

Code properties w

packagesize

Open the EC2 menu in a new tab



Services

Services ;E!ECZ
Features ‘ JEsi | Virtual Servers in the Cloud
Resources

Documentation

Knowledge articles m §
8 A managed service to automate build, customize and deploy OS images
Marketplace =

Blog posts

Events a Recycle Bin
Tutorials 5 | Protect resources from accidental deletion

Click “Instances” on the left menu, then copy the Instance ID of “instancel”

e EC2 > Instances

EC2 < Instances (1/2) nfo
Dashboard | Q, Find Instance by attribute or tag (case-sensitive)
AWS Global View 12
gl B8 | Name p v | Instance ID | Instance sta
Events =
[ |  Bastion Host i-030cf89892d1affff ® Running
* Mtances [ instance1 i-020c00d3c655f1da7 ® Running
Instances

Instance Types

Launch Templates

Copy this instance ID to the code

@ lambda_function.py X

%@ lambda_function.py

import boto3

region = ‘"us-east-1’

instances = [ 'i-©20c00d3c655f1da7’ ]

ec2 = boto3.client('ec2', region_name=region)

[ R - W S I

def lambda_handler(event, context):

o

ec2.stop_instances{Instancelds=instances)
print('stopped your instances: ' + str(instances))

Amazon Q Tip 1/3: Start typing to get suggestions ([ESC] to exit)

[T o's IR

Click “Deploy”



Code source info ( Open in Visual Studio Code 17 ) ( Upload from v ) @

| =]

k=)

= EXPLORER =+ @ lambda_functionpy X (i) o
 MYSTOPINATOR # lambda_function.py
r‘—% # lambda_functionpy 1 import boto3 =
2 region = 'us-east-1'
/O 3 instances = ['i-020c00d3c655f1da7']
4 ec2 = boto3.client('ec2’, region_name=region)
&£ 6  def lambda_handler(event, context):
7 ec2.stop_instances(Instancelds=instances) ||
B]D  DEPLOY 8 print('stopped your instances: ' + str(instances))
9 Amazon Q Tip 1/3: Start typing to get suggestions ([ESC] to exit)
Test (Ctrl+Shift+1)
v TEST EVENTS [NONE SELECTED]
=+ Create new test event
> ENVIRONMENT VARIABLES
el @oAo B AmazonQ Ln9,Col1 Spacesid UTF-8 LF Python [Jlsmbda Layout:Us L%

Click the Monitor tab to see if there are any issues reported, as well as other telemetry about how

the code is running

Code Test Monitor Configuration Aliases Versions

Monitor info Filter metrics by | Function v | ( View CloudWatchlogs 12 | v
(P Alarm recommendations Q @ Investigate with Al - new | 1h 3h 12h 1d 3d 1w Custom || UTCtimezone v | @® Explore related

CloudWatch metrics

Lambda sends runtime metrics for your functions to Amazon CloudWatch. The metrics shown are an aggregate view of all function runtime activity. To view metrics for the unqualified or SLATEST resource, choose Filter metrics by. To view metrics for a
specific function version o alias, choose Aliases or Versions, select the alias or version, and then choose Monitor.

Invocations © : | Duration © i | Eror countand success rate o)
Count Milliseconds Count %
2 2014 1 100
1 — | 1007 05 50
0 0 0 o
2000 2030 2100 2130 2200 2230 2000 2030 2100 2130 2200 2230 2000 2030 2100 2130 2200 2230

== Invocations [sum: 6] == Minimum [1.36] == Average [6.778] == Maximum [18.78] == Errors [max: 0] = Success rate [min: 100%]
Throttles @ i | Total concurrent executions © i Recursiveinvocations o)
Count Count

1 2

No data available.

Try adjusting the dashboard time range.

05 1 -
0 — o

2000 2030 2100 2130 2200 2230 2000 2030 2100 2130 2200 2230 2000 2030 2100 2130 2200 2230
~ Throttles [max: 0] = Concurrent executions [max: 1] ~ Dropped [sum: -]

AWS Elastic Beanstalk Activity

In the top-left search bar, search for “Elastic Beanstalk™ and click its option to open up the AWS
Elastic Beanstalk console



 Applications (0) e

Open the Domain link

¢1988-samp-NcnulaElux10 . @ Upload and deploy
Environment overview Platform

Health Environment ID Platform
@ok 16 e-ff692burmh Tomcat 9 with Corretto 11 running on 64bit Amazon Linux 2023/5.11.0
Domain ion name Running version Platform state
1988-samp-NcnulaElux10.eba-t3aigznm.us-east-
i g o €198898a5090322113984528t1w068988640326- N LB9eas28E] N © supported

1.elasticbeanstalk.com 2 : icati o
[t sampleApplication-MXTJAMNLIAOT 326-sampleapplicationversion-yxvpcpnnradk

Since the server doesn’t have any application yet, the webpage should display Error 404

c /\ Not secure  c1988-samp-ncnulaelux1o.eba-t3aigznm.us-east-1.elasticbeanstalk.com

HTTP Status 404 — Not Found

To practice deploying application on AWS Elastic Beanstalk, download a sample application
from docs.aws.amazon.com/elasticbeanstalk/latest/dg/samples/tomcat.zip

Q ¥ O

Recent download history

BB tomcatzip
8.4 KB « Done

Full download history

Click “Upload and Deploy”



: s
L | ® &  unitdstatesN.viginia) voclabs/user4807418=Daniel_Ge

e Elastic Beanstalk > Environments > c1988-samp-NenulaElux10 ®

Elastic Beanstalk < c1988-samp-NcnulaElux10 i @( Actions v )l £ mel

Applications . R

. Environment overview Platform
Environments
Change history Health Environment ID S

ok I e-ff692burmh Tomcat 9 with Correte~f running on 64bit Amazon Linux 2023/5.11.0
v Application: Domain Runni i Platform state
Application name
€19889825090322113984528t1w0 1988-samp-NcnulaElux10.eba-t3aigznm.us-east-
68988640326-sampleApplication- i L €198898a5090322113984528t1w068988640326- 8858509032211 59845261 @ supported
pleApp! 1.elasticbeanstalk.com (2 ” 068988640326-
MXTJAMNLI4OT sampleApplication-MXTJAMNLI4OT
sampleapplicationversion-
Application versions yxvpcpnnrqdk N

Saved configurations

Events Health Logs Monitoring Alarms Managed updates Tags

Click “Choose file” and select the recently downloaded tomcat.zip file, then click “Deploy”

Upload and deploy

() To deploy a previous version, go to the Application versions page

Upload application

( 4 Choosefile )

@ File name_tomcat.zip

File must be less than 500MB max file size

Version label
Unigue name for this version of your application code.

| c19889835090322113984528t1w068988640326-sampleapplicationversion-yxvpcpr |

» Deployment preferences
The application version will be deployed using the AllAtOnce policy.

Current number of EC2 instances: 2

( Cancel ) L OET{JY

Reopen the domain link and verify that the website now shows a successful page

€1988-samp-NcnulaElux10 i © Upload and deploy
Environment overview Platform

Health Environment ID Platform
@0k [0 e-ff692burmh Tomcat 9 with Corretto 11 running on 64bit Amazon Linux 2023/5.11.0
omain i i
Application name Running version Platform state

1988-samp-NcnulaElux10.eba-t3ai -east-
R T e €198898250903221139845281W068988640326- B 22113584528¢ © Supported

elasticbeanstalk.com 2 32
sampleApplication-MXTJAMNLJ4OT
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c A\ Notsecure  ¢1988-samp-ncnulaelux1o.eba-t3aigznm.us-east-1.elasticbeanstalk.com

AWS Elastic Beanstalk concepts
Learn how to create new application versions

Learn how to manage your application environments

Congratulations

Your first AWS Elastic Beanstalk Application is now running on your
own dedicated environment in the AWS Cloud

View all AWS Elastic Beanstalk documentation

Go to the Configuration tag menu, then click “Edit”

Elastic Beanstalk < 4 deployment with new applicatio
Applications .
z N Configuration
Change history
Service access info
2 environment. Choose an EC2 key pai to securely log in o your EC2 instances.
» Applicatin:
€18389825090322113884528t100 SarTE Eczinstance profile
aws-castcbeanstal ec2 ole
MXTAMNLIGOT
v Environment: €1988.samp- Networking and database wro
Nenulatlux10 Configure VPC setings, 2 balancer Set
o to environment 2 No options configured
Events
Health Instance traffic and scaling 1o
Logs o
biadioria setting patform-specifc options
orms nstances
Managed updates Mosv1 EC2 Security Groups
Tgs Disabled awseb-e-f1662burmh-stack- AWSEBSecurityGroup- N
DIOA3NpOCO
Capaci
 Recent environments .
. i Mininstances Maxinstances
Load blanced 2

We may configure the Instance setting in this tab. Click “Cancel” to return to the menu.

Learn how to build, deploy and manage your own applications using AWS Elastic Beanstalk

Get started with Eclipse and AWS Elastic Beanstalk by watching_this video



Configure networking and database i

Instance settings
Choose a subnet in each AZ for the instances that run your application. To avoid exposing your instances to the Internet, run your instances in private subnets and load balancer in public subnets.
To run your load balancer and instances in the same public subnets, assign public IP addresses to the instances. Learn more (2

VPC

Launch your environment in a custom VPC instead of the default VPC. You can create a VPC and subnets in the VPC management console. Learn more (2

Public IP address

Assign a public IP address to the Amazon EC2 instances in your environment.

Enable

Instance subnets

Q Filter instance subnets

@ Create VPC (2

Availability Zone | Subnet a | cor | Name
No instance subnets
No instance subnets to display
Database info
Integrate an RDS SQL database with your environment. Learn more |2
(D Enable database

To view telemetry about the application, click the Monitoring tab

5 10

© custiceanstalk > Environmen

Elastic Beanstalk < €1988-samp-NcnulaElux10 s © Upload and deploy
Applications i i
enronments Environment overview Platform
Change history Health Environment ID Platform

@ok 8 e-ff692burmh Corretto 11 Linux 2023/5.11.0

w Application: Domain Running version Platform state

€19889825090322113984528t1w0 1988-samp-NenulaElux10.eba-t3aigznm.us-east: pe © Supported

1 2
MXTJAMNLI4OT sampleApplication-MXTJAMNLI4OT 068988640326~

Application versions

Saved configurations

v Environment: ¢1988-samp-
NenulaElux10

Go to environment 2

Configuration

Q@nvestigatewith Al-new [ Th  3h  12h  1d  3d 1w Custom @ || UTCtimezone w D ® Explorerelated ) §
Events
Heatth Environment health i CPULtization Networkin o :
Logs 0 2.33 % 230 «s
B
Aarms N

Managed updates

Tags

¥ Recent environments
€1988-samp-NenulaElux10

Events = Health  Logs = Monitoring | Alarms | Managedupdates = Tags

Service metrics info

sampleapplicationversion-
yevpepnnradk-1

] EnvironmentHealth

2026-02-27 21:55:00 UTC.

B CPuUtilization

Network out o)

82.1 ke

[ NetworkOut

ossesusezsss L @

1 Networkin

Using the search bar, navigate to the EC2 dashboard
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[c] S Asi < United States (N, Virginia) ¥

Elastic B talk| i
© cisticseanstale Services .

i — load and depl
Elastic Beanstall ‘ g EC2 A @ Upload and deploy

) Virtual Servers in the Cloud
Applications

niromeres ([REE  ——

Change history WM EC2 Image Builder
I A managed service to automate build, customize and deploy OS images cat 9 with Corretto 11 running on 64bit Amazon Linux 2023/5.11.0

v ?f;é;;g:;égozzzn | E Recycle Bin " ing version Platform state
B Protect resources from accidental deletion p898a5090322113984528t 1w @ Supported
68988640326-sampld
p88640326-
MXTJAMNLI4OT

bleapplicationversion-

Application versios Featares e cpnnrqdk-1

Saved configuratid

EC2 Instances

CloudWatch feature
w Environment: c1988-4

NenulakElux10

Go to environment :
i EC2 Resource Health

Here, we may find more information about the instances launched

e EC2 > Instances @ &

EC2 < Instances (2) info @ connect ) (Cinstancestate v ) (Cactions v ) ((Jiunch instancestl |¥

Dashboard Q Find Instance by attribute or tag (case-sensitive) All states v 1 S
AWS Global View 12 ; s -
Name o v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS

Events
€1988-samp-... i-0f8b78b615b8%e1de @Ruming @ @ t3.micro @ 3/3 checks passec  Viewalarms 4+ us-east-1a ec2-3-86-145-117.com.

<4

Instances €1988-samp-... i-05442125c9317e743 @Running @ @ t3.micro @ 3/3 checks passec  Viewalarms +  us-east-1c c2-52-90-117-68.com.

I
nstances < >

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New

<4

Images
AMIs

AR Gatalog Select an instance @ v

Problems

At the end of lab 2, I observed that I could not access the website we launched, receiving a
request timeout error. This was due to the permissions being set up in such a way that requests
from HTTPS were not permitted, hence an expected failure. In a later lab, this was addressed and
I was able to access the desired website.

When attempting to complete multiple labs on the same day, I encountered an error when trying
to open the second lab. This problem was due to AWS refusing to open multiple test accounts in
rapid succession. The problem was fixed once I moved to a different browser application.

Conclusion

Through the experience of completing Labs 1, 2, and 3, including the encounter of occasional
errors which needed troubleshooting, we gain a better understanding of how web services and
cloud services operating on AWS are run. We are better prepared to apply the tools we learned
about through the AWS instruction videos in AWS IAM, VPC, and EC2 to real-life applications.



